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Abstract- Steganography is one of the methods used for the hidden exchange of information and it can be defined as the 
study of invisible communication that usually deals with the ways of hiding the existence of the communicated message. In 
this way, if successfully it is achieved, the message does not attract attention from attackers. Using steganography, 
information can be hidden in different embedding mediums, known as carriers. These carriers can be images, audio files, 
video files, and text files. The focus in this paper is on the use of an image file as a carrier, and hence, the taxonomy of 
current Steganographic techniques [1] for image files has been presented. These techniques are analyzed and discussed 
not only in terms of their ability to hide information in image files but also according to how much information can be 
hidden, and the robustness to different image processing attacks. The least significant bit (LSB) [2] embedding method is 
one of the most commonly used techniques; it targets the LSB's of the host image to hide the data. Now to increase the 
security a step more cryptographic technique can be used on the message before embedding. Though it’s true that 
applying steganography does not attract the attackers but hiding encrypted data will be much more secured way of 
communication of confidential messages. 
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I. INTRODUCTION

The popularity of the Internet offers a great convenience to the transmission of a large amount of data over 
networks. Some of them may be secret information which is candidate to unauthorized access. In order to keep the 
unauthorized user away, variety of techniques have been proposed, data encryption and data hiding are two main 
methods in data security. Data hiding techniques [3] embed the important data into multimedia data such as images, 
videos or sounds. 

Digital images are considered good cover carriers because of their insensitivity to human visual system. 
Watermarking and steganography are two major branches of information hiding technology. Each has its own 
specific characteristics. The second branch (i.e. Steganography) is the art of covered or hidden writing. The word 
Steganography comes from the Greek words ‘Steganos’ and ‘graphia’, which together means "hiding writing". The 
purpose of steganography is covert communication to hide a message from a third party. This differs from 
cryptography, which is intended to make a message unreadable by a third party but does not hide the existence of the 
secret communication. Although steganography is separate and distinct from cryptography, there are many analogies 
between the two, and some authors categorize steganography as a form of cryptography since hidden 
communication is a form of secret writing. To increase the security in terms of confidentiality we apply symmetric 
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key cryptographic technique on the message before embedding into the carrier image. We use Data Encryption 
Standard (DES) [4] [5] in our proposal. 

The digital steganography process has three basic components: 1) the data to be hidden (secret data), 2) the 
cover file (cover carrier), in which the secret encrypted data are to be embedded, and 3) the resulting ‘Stego-file’
(stego-carrier). In the literature, many techniques for data hiding have been proposed. One of the common 
techniques is based on manipulation the least significant bit (LSB) plans. A LSB substitution method replaces some 
LSB of the cover-image with the secret data.

II. LITERATURE REVIEW

� Soumyendu Das and Subhendu Das in their paper ‘Steganography and Steganalysis: Different 
Approaches’ [6] has proposed some techniques for today is hiding of secret messages into a digital image. 
This steganography technique exploits the weakness of the human visual system (HVS). HVS cannot detect 
the variation in luminance of color vectors at higher frequency side of the visual spectrum. A picture can be 
represented by a collection of color pixels. The individual pixels can be represented by their optical 
characteristics like 'brightness', 'chroma' etc. Each of these characteristics can be digitally expressed in 
terms of 1s and 0s.

� Marghny Mohamed, Fadwa Al-Afari and Mohamed Bamatraf in the paper ‘Data Hiding by LSB 
Substitution Using Genetic Optimal Key-Permutation’[7] has proposed a data hiding technique which 
works well if the secret data is embedded in the k -LSBs of the host image, where k is less than or equal to 
3. However, it works poorly if k is greater than 3 because the number of all possible keys permutations will 
grow exponentially as k increases. For example, assume that k=4, there are a total of (24)! =16! number of 
possible key permutations (about 20,000 billion of key permutations) that can be utilized to embed data. To 
obtain the optimal embedding result, the simplest method is to calculate the PSNR for each substitution, 
and select the one having the maximum PSNR as the optimal result. Hence, it is very impractical and time 
consuming for us to compute the PSNR for each permutation. A genetic algorithm is thus developed to 
solve this problem, where GA is a randomized search procedure that is commonly used to solve the 
optimization problems. A solution in the problem domain corresponds to an individual in a GA, which is 
represented by a chromosome containing many genes. An objective function called the fitness function is 
used to evaluate the quality of each chromosome. In general, GA is mainly comprised of the following 
three operators, namely, (1) reproduction, (2) crossover, and (3) mutation. Reproduction retains the current 
chromosome's genes, crossover assembles existing genes into new combinations, and mutation produces 
new genes. The procedure of GA is started by specifying an initial population in the first generation, and 
during each next generation, the individuals in the population undergo the activities of reproduction, 
crossover and mutation, to produce their offspring. 

III. PROPOSED WORK

In this section we 1st propose a LSB substitution technique to embed data inside a cover or carrier image, and then 
on the receiving side we need an algorithm to recover the hidden message from the ‘Stego-Image’ file. Hence we 
propose a retrieving algorithm also to get back the secret data as well. As we are applying DES for encryption and 
we all know that DES takes only 64bit of binary message and a 56 bit binary key. 

The LSB substitution deals with the substitution of the least significant bit of each cover pixel with respect to the 
message it in the following conditions, if the message bit is 1 and corresponding LSB of the cover pixel where the 
message bit is to e hidden is 0 and the message bit is 0 and corresponding LSB of the cover pixel is 1 i.e. if there 
occurs contradiction in message bits and LSB of cover pixel then only substitution happens otherwise the LSB of 
cover pixel will be remained as it is. So there is a 50% probability of getting change for each cover pixel. 

The Data Encryption Standard (DES) shall consist of the following Data Encryption Algorithm (DES). These 
devices shall be designed in such a way that they may be used in a computer system or network to provide 
cryptographic protection to binary coded data. The method of implementation will depend on the application and 
environment. The devices shall be implemented in such a way that they may be tested and validated as accurately 
performing the transformations specified in the following algorithms. The algorithm is designed to encipher and 
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decipher blocks of data consisting of 64 bits under control of a 64-bit key. Deciphering must be accomplished by 
using the same key as for enciphering, but with the schedule of addressing the key bits altered so that the 
deciphering process is the reverse of the enciphering process 

Figure 1. Proposed Model 

A. Assumptions- 

Stego-image: Image obtained as output after applying steganography.  
storeArray: An array to store the total message in a bit stream. 
encMessage: A temporary storage for message in encrypted form for each encryption. 
encArray: An array to store the total message in encrypted form in a bit stream. 
Key: A temporary storage for corresponding key for each encryption. 
keyArray: An array to store the whole key in a combined form in a bit stream. 
decMessage: A temporary storage to store message after each decryption.
decArray: An array to store the total message in decrypted form in a bit stream i.e. original message. 

B. Algorithm (Embedding using LSB Substitution) – 

Step 1: Take an image say cover image by setting a path and store it and find number of total pixels    
present in the image. 

Step2: Scan or take input of the data to be embedded inside the cover image say message and find length
of message in bits.

Step3: If (length of message in bits is divisible by 64) 
     Number of encryption needed= length of message in bits/64 

Otherwise 
Number of encryption needed =floor1 (length of message in bits/64) +1 

  Step4:  Find number of pixels needed to embed = Number of encryption needed *64. 
Take a row array of zeros of length number of pixels needed named ‘storeArray’, ‘encArray’
and ‘keyArray’. 

Step5: for i=1�length of message in bits
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Copy message bits in ‘storeArray’

Step6: Apply DES on ‘message’ in each group and store both encrypted message and key generated in a bit 
stream. Combine all grouped messages and in to a single bit stream, also do for key. As follows: 

index =0 
for i=1�Number of encryption needed

 [encMessage,key]=DES(storeArray((index*64)+1:64*(index+1)),'ENC')2

encArray((index*64)+1:64*(index+1))=encMessage(1:64) 
keyArray((index*64)+1:64*(index+1))=key(1:64) 
index=index+1 

Step 7: Using ‘LSB Substitution Technique’ embed encrypted message stored in ‘encArray’ in bits in 
each pixel from 55th pixel to pixel numbered (54+ number of pixels needed) and embed key stored in 
‘keyArray’ in bits in each pixel from last 9th pixel to (number of total pixels-8- number of pixels 
needed). 
1. (Function ‘floor’ in MATLAB is used to get the immediate lowest integer value of any decimal number 
i.e. floor (120/64) =1); 
2.’ENC’ is the mode of operation of the function DES, in ‘ENC’ it will operate on Encryption mode on 
64bit message and 64bit key. 
Step8: Using ‘LSB Substitution Technique’ embed length of message in bits in each pixel of the last 8 
pixels of the image. 

C. Algorithm (Retrieving) – 

Step1: Read the ‘Stego-Image’ calculate find number of total pixels present in the image and extract the 
number of Characters present in the message from the last 8 image pixels and store in length of message.

Step2:  find total number of bits in message, length of message in bits= length of message*8

Step3:  if (length of message in bits is divisible by 64) 
Number of decryption needed= length of message in bits/64 

  Otherwise   
Number of decryption needed=floor (length of message in bits/64) +1 

Step4: Extract the message from 55th pixel of the cover image to (54+Number of decryption needed*64)
and key from the last 9th image pixel to (number of total pixels-8-Number of decryption needed*64) and 
store in ‘encArray’ and ‘keyArray’ respectively of size Number of decryption needed*64.

Step5: Create an array to store the decrypted message as ‘decArray’of size Number of decryption 
needed*64.

Step6:   index=0; 
for i=1to Number of decryption needed
[decMessage]=DES(encArray((index*64)+1:64*(index+1)),'DEC'3,keyArray((index*64)+1:64*(

index+1))); 
decArray((index*64)+1:64*(index+1))=decMessage(1:64) 
index =index+1 

Step7: Convert the ‘decArray’ to its corresponding decimal value and show as characters. 

IV. EXPERIMENT AND RESULT

As the results have been obtained one can’t detect any kind of change in the image. The result is shown below, the 
1st image is the original i.e. the input image which contains 978000 pixels, we convert it into a .bmp image for our 
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job and the 3rd one is the ‘Stego-Image’ obtained as output in which the message ‘kill bill now’ has been embedded, 
now no one can differentiate these images. Hence the issue of confidentiality is achieved. (Fig2. shows all the 

images) 
3. ‘DEC’ is the mode of operation of the function DES; in ‘DEC’ it will operate on Decryption mode on 64bit data 
with 64bit key. 

Figure2. Image showing images before and after embedding 
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Figure3. Image showing total time elapsed in different functions 

Again figure 3 shows time elapsed in different functions used in the whole programme, it shows total time elapsed 
in this case is 38seconds, in which function DES has taken just 0.025 seconds encrypting the message.

Figure 4 shows that only 140 numbers of pixels have been altered due to embedding, where the length of message 
was 13 and that in bits was 13*8=104, and hence we were needed 2 times of encryptions and 64*2=132 bits of 
message was to embed along with 132 bit key and 8bit message length. So (132+132+8) =272 number of pixels 
were set as target for embedding and only 140 number of pixels among those have been changed. So on average 
expectation 50% of the target pixels will be changed and overall probability of changing pixels is 0.0143 % (for 132 
bit message), which proves the efficiency of the method. 
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Figure4. Result showing total number of affected pixels 

V. CONCLUSION

This technique is a unique and stronger approach of doing steganography with images. It provides two 
levels of security, one at the cryptography level and other at the steganography level.  Steganography transmits 
secrets through apparently innocuous covers in an effort to conceal the existence of a secret. Digital image 
Steganography and its derivatives are growing in use and application. In areas where cryptography and strong 
encryption are being outlawed, citizens are looking at steganography to circumvent such policies and pass messages 
covertly. As with the other great innovations of the digital age: the battle between cryptographers and cryptanalysis, 
security experts and hackers, record companies and pirates, steganography and Steganalysis will continually develop 
new techniques to counter each other. In the near future, the most important use of Steganographic techniques will 
probably be lying in the field of digital watermarking. Content providers are eager to protect their copyrighted works 
against illegal distribution and digital watermarks provide a way of tracking the owners of these materials. 
Steganography might also become limited under laws, since governments already claimed that criminals use these 
techniques to communicate. 
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