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Abstract - Steganography is the method of hiding a secret information in a specified medium like image, video, Audio. It
can be used to carry out hidden exchanges of information and to provide privacy for the user. This can be achieved by
taking any multimedia as a carrier. The secret information should be embedded in the carrier medium in such a way that
the attackers could not be able to find the existence of it. The security of the secret data and stego image quality should be
maintained in both the embedding and recovering process. In this paper, algorithms under reversible Steganography and
Least Significant Bit mechanism are discussed. These algorithm aims to achieve more security and to improve the stego
image quality.
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I. INTRODUCTION

Steganography means “Covered Writing” which is derived from the Greek language. The main purpose of
steganography is to send secret or confidential message under the cover of a carrier signal. Two main properties of
any steganographic technique are good imperceptibility and sufficient data capacity. Good imperceptibility ensures
that the embedded message is difficult to detect. Steganography and cryptography are mainly used for security, but
both are different. The main goal of cryptography is to communicate securely by changing the data into a form that
an attacker cannot understand. The steganography techniques are used to hide the presence of the message and make
it difficult for attackers to find the occurrence of the message. The research on steganography concentrates on
images, audio, and video as cover media [1]-[4]. An image in which data is embedded is called as a cover image and
the image which is used for carrying secret data is termed as stego image. A good data hiding method should be
capable of evading visual and statistical detection while providing an adjustable payload. Impossibilities of data
hiding is commonly achieved by exploiting the weakness of the human auditory and visual systems, using the
techniques, for example changing the least-significant bits of pixels of cover image to embed information[5], or
shifting lines, words, or characters by a small amount in an image containing text[6]. Other works hide information
by adding redundant data, or making use of alternative representations of electronic data. For example hidden
information can be added in a text document by adding tabs and spaces at the end of the line. The different
combinations of the color palette entries in a GIF image can be used to embed secret data into the image file.
Sometimes the cover media will experience some distortion due to data hiding and cannot be inverted back to the
original media. That is, after the hidden data have been extracted out some permanent distortion has been occurred
to the cover media. Reversible Steganography scheme has the ability to embed the secret data into a host image and
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then recover the host image without losing any information when the secret data is extracted. This should be
overcome by using some techniques. Reversible steganography is also known as reversible data hiding. No
modification is done in the digital representation of the cover image when reversible data hiding method is used. The
Reversible data hiding is used in the field of medical, military, legal applications etc.

II. SURVEY
In this section different techniques for Reversible steganography and LSB Matching for data hiding are discussed.
A. Reversible Steganography

Reversible Steganography scheme has the ability to embed the secret data into a host image and then
recover the host image without losing any information when the secret data is extracted. No modification is done in
the digital representation of the cover image when reversible data hiding method is used. Some of the techniques
used are Reversible data hiding [7], Sequential recovery and Multilevel Histogram modification [8], Steganographic
techniques for JPEGs [9], Reference pixel distribution and Interpolation mechanism [10].

(i) Reversible Data Hiding :

A novel reversible data hiding algorithm [11], once when the hidden data have been extracted the original
image is recover without any distortion from the marked image. To embed data into the image, the zero or the
minimum points of the histogram of an image is utilized in this algorithm by modifying the pixel grey scale values.
The original image with the peak signal-to-noise ratio (PSNR) of marked image constructed by this method is above
48 dB. The computational complexity of this is low and execution time is short.

(ii) Sequential recovery and Multilevel histogram modification :

This reversible data hiding technique is mainly used for natural images. The most differences between pairs
of adjacent pixels are equal or close to zero because of the similarity of neighbor pixels values. Based on these
difference statistics, the histogram is constructed. Multilevel histogram modification mechanism is used in the data
embedding stage. Based on one or two level histogram modification [12], the hiding capacity is enhanced as more
peak points are used for secret bits modulation. The distortions on the host image made by secret content embedding
is reduced as the differences of having common center around zero is improved. Instead of the peak points and zero
points, the embedding level is used in the data extraction and image recovery stage.

(iii) Steganographic techniques for JPEGs :

The detection is done by decompressing the JPEG [14] stego image, geometrically distorting and
recompression. The quantized structure of DCT coefficients is modified due to the geometrical distortion during the
recompression. The distorted images have many macroscopic statics nearly equal to those of the cover image. The
macroscopic statics S that changes with the embedded message length is chosen. By comparing the values of S for
stego image and the cropped/recompressed stego image, the unknown message length is estimated. This detection
methodology can be done by the F5 algorithm and Outguess.

(iv) Reference Pixel Distribution and Interpolation mechanism:

To obtain the interpolation errors, an image interpolation algorithm [10] was used instead of the nearest
neighbor interpolation techniques. Select the reference pixels in the cover image. Pixels other than the reference
pixels are interpolated. By subtracting the interpolated pixels from the original image Interpolation errors are
calculated. By modifying the interpolation errors the data bits are kept secret , since the reference pixels value were
not changed in the embedding process. The same is done in decoding process to extract the embedded data bits. The
number of reference pixels in the smooth regions is reduced and the number of reference pixels in the complex
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regions is increased in this method. The number of reference pixels affects the payload and the stego image quality
in many cases. Interpolation Techniques is less secure against image manipulations and steganalysis due to the
presence of LSB replacement style asymmetry.

(v) Texture Image Inpainting and Simultaneous Structure :

Initially decompose the image into the sum of two functions with different basic characteristics. With
structure and texture filling-in algorithms reconstruct each one of these functions. To represent the underlying image
structure, the first function is used in decomposing of bounded variation. The texture and possible noise is captured
by using second function. Using image inpainting algorithms, the region of missing information in the bounded
variation image is reconstructed. Using texture synthesis techniques [14] the same region is filled-in. by adding
these two sub-images the original images is reconstructed.

B.  Least Significant Bit Mechanisms

Some of the techniques are Spatial LSB Domain Systems based on Adaptive Data Hiding in Edge Areas of
Images (AE-LSB) [15], Modulus Function and Pixel Value Differencing, Adaptive Steganographic Schemes for
Digital Images, Palette-Based Image Steganography, LSB Matching - Edge Adaptive Image Steganography.

(i) Spatial LSB Domain Systems based on Adaptive Data Hiding in Edge Areas of Images (AE-LSB) :

Here a new adaptive least-significant bit (LSB) steganographic method based on pixel-value differencing
(PVD) [15] was proposed. The difference value of two consecutive pixels estimates how many secret bits to be
embedded into the two pixels. Pixels located in the edge arcas were embedded with more secret bits than that
located in smooth areas. The range of difference values were adaptively divided into lower level, middle level, and
higher level. The readjusting phase ensures that the two consecutive pixels belong to the same level both before and
after embedding. The range [0, 255] of difference values was divided into different levels. For extracting data
exactly, the difference values before and after embedding must belong to the same level. This scheme provides more
capacity and better quality than the PVD and was an improved version of PVD. The main disadvantage with this
scheme was that it was less tolerant to steganalysis.

(il)) Modulus Function and Pixel Value Differencing :

High Quality Steganographic method with PVD and Modulus function was an extension of PVD based
approach. This technique first calculates the difference value between two consecutive pixels and then modulus
operation was used to calculate their remainder. The secret data were embedded into the two pixels by modifying
their remainder. The hiding capacity of the two consecutive pixels depends upon the difference value taken. Lesser
the difference value smoother the area, so only less secret data could be embedded and vice versa. The strength of
the scheme was that it could greatly reduce the visibility of the hidden data than the PVD [15] method. Since the
scheme used the remainder of the two consecutive pixels it was more flexible. However, a loophole exists in the
PVD method. Unusual steps in the histogram of pixel differences reveal the presence of a secret message. The
modified pixels will be spread around the whole stego image and many smooth regions gets contaminated.

(iii) Adaptive Steganographic Schemes for Digital Images:

This is a practical method for optimizing the parameters of additive distortion functions to minimize
statistical detectability. By defining a rich parametric model which assigns a cost of making a change at every cover
element based on its neighborhood, apply the framework to digital images in both spatial and DCT domain. With
respect to a chosen detection metric and feature space, a practical method is used for optimizing the parameters. The
size of the margin between sup-port vectors in soft-margin SVMs lead to a fast detection metrics. The Nelder-Mead
simplex-reflection algorithm is used for spatial and DCT-domain images.

Vol. 3 Issue2 November 2013 208 ISSN: 2278-621X



International Journal of Latest Trends in Engineering and Technology (IJLTET)

(iv) Palette-Based Image Steganography:

To minimize the RMS error between an original image and its stego-image, palette-based image
steganography [16] is used. This method is used to embed one message bit into each pixel in a palette-based image.
The cost of removing an entry color in a palette and the benefit of generating a new one to replace it is calculated in
each iteration. An Entry color is replaced when the maximal benefit exceeds the minimal cost. This reduces the
distortion of the carrier images to other palette-based methods.

(v) LSB Matching - Edge Adaptive Image Steganography:

The least significant bit (LSB) based steganography is the most common type of steganographic approach.
In most existing approaches, the choice of data hiding positions within the input cover image mainly depends on a
pseudo random number generator (PRNG). Here the relationship between the image content and the size of the
secret message to be embedded is not considered. Thus the smoother regions in the cover images will get modified
after data hiding even at a low embedding rate which will lead to low quality images. Such images could be easily
identified by steganalysis. In LSB Matching Revisited (LSBMR) [17] one can select the regions to embed data
based on a threshold value. The threshold value will be calculated based on the size of secret message and the
difference between two adjacent pixels in the cover image. For lower embedding rates, sharper edge regions are
used while smoother regions are not modified. The sharper regions in the image will be less contaminated by data
hiding. As the embedding rate increases, by adjusting the parameters more edge regions can be adaptively released.
The new scheme generates the output image without any distortions. LSBMR can enhance the security significantly
compared with typical LSB-based approaches as well as their edge adaptive ones. The technique preserves the
statistical and visual features of the cover image and ensures higher visual quality of stego images.

II. CONCLUSION

From the above analysis of Reversible steganography and Least Significant Bit Mechanism the following
are analyzed. PVD with modulus function provide lesser distortion to the stego image than the other PVD methods.
Texture image inpainting produces the stego image with better quality. In multilevel histogram modification
embedding level is used instead of peak point and zero point. By using interpolation mechanism payload and stego
image quality is improved. By considering the PSNR value the stego image quality can be maintained. Adaptive
data hiding provides the higher capacity of information hiding. Modulus function will embed the data in more secure
manner. Loss of data is reduced using this.
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