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Abstract-   Chaos theory has significantly contributed towards the development of fast and secure image encryption 

algorithms. Authors in [1] proposed an efficient and secure approach for image encryption based on chaotic logistic maps. 

The algorithm uses an 80-bit secret key and two chaotic logistic maps, whose initial conditions are derived using the secret 

key. Depending upon the outcome of logistic maps, algorithm performs any of eight different types of operations on 

different pixels. To make the algorithm more robust, secret key is modified after encrypting a block of 16-pixels. This 

paper proposes enhancements in the mentioned algorithm to make it more efficient and secure. The security analysis of 

the algorithm establishes its utility in real-time image encryption. 
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I. INTRODUCTION

With the advancement of internet and technology, encryption has become a challenge for the secure storage and 

transmission of confidential data. There are a number of efficient algorithms available for encryption e.g., Data 

Encryption Standard (DES), Advanced Encryption Standard (AES), Rivest Shamir and Adleman (RSA) etc. 

However, these algorithms have high computational complexity (i.e. require large computational time and high 

computational power) which makes them slow and less suitable for real-time image encryption owing to high 

redundancy, bulk capacity and high correlation among pixels in image data. 
In recent years, a number of chaos based encryption algorithms have been proposed which provide a fast and secure 
mean of image cryptography. Chaos functions are non-linear and highly sensitive to initial conditions (i.e. even a very 
small difference in initial conditions can lead to widely different outputs) making statistical analysis difficult; despite 
this the output is deterministic (i.e. output of chaos functions would remain same if exact initial conditions are 
supplied) so we can decrypt the images encrypted by chaotic functions. These features make chaos functions very 
well suited for image encryption. A logistic map shows chaotic behaviour under certain conditions. Mathematically, 

logistic map is represented as )X-(1rX=X nn1n . For the values of r ranging from 3.57 to 4, logistic maps shows 

highly chaotic behaviour. For the purpose of this algorithm, r is chosen as 3.9999 for both the logistic maps.  

In this section, a number of the chaos based image encryption schemes have been discussed. Huang-Pei Xiao and 
Guo-Ji Zhang [2] uses two chaotic systems. The chaotic sequence generated by first chaotic system is transformed 
into a binary stream by a threshold function. Original image pixels are randomly modified by using this binary stream 
and then again encrypted using the permutation matrix constructed using second chaotic system. Chen Wei-bin and 
Zhang Xin [3] proposed an image encryption scheme which simultaneously performs pixel-position shuffling and 
pixel value modification to shuffle the relationship between the cipher-image and the original-image. The Arnold cat 
map is used to shuffle the positions of the image pixels and the shuffled-image is encrypted based on Henon’s chaotic 
system. Another scheme proposed by Dongming Chen [4] also combines pixel position shifting and changing pixel 
values. This scheme uses an external secret key of 128 bits, which is modified after encrypting each pixel. Arnold cat 
map is used to permute the pixel positions in the spatial domain and a chaotic logistic map is used to substitute the 
relationship between the ciphered image and the original image. In [5], Monisha Sharma and Manoj Kumar Kowar 
discussed a number of encryption techniques which are based on chaotic systems. Chenghang Yu, Baojun Zhang, 
Xiang Ruan [6] proposed a chaos based encryption scheme which uses chaotic features of traditional trigonometric 
functions. The chaotic map based on trigonometric functions is used as a mask to confuse the plain-image. Various 
different types of operations are used to shuffle the image pixels according to the outcome of another chaotic map. 
Authors in [1] proposed an image encryption scheme based on two chaotic logistic maps which is the motivation of 
the proposed work in this paper.  
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The proposed algorithm utilizes an 80-bit secret key and two chaotic logistic maps. The initial conditions of the first 
logistic map are derived from the secret key. The outcome of first logistic map and the secret key determine the initial 
conditions of the second logistic map. Based on the outcome of second logistic map, any one of the eight pre-decided 
reversible operations is applied on the RGB values of the pixel. After encrypting a block of 16-pixels, the secret key is 
modified to make it more robust against attacks. Decryption of the algorithm is similar except for that the reverse of 
the operation performed during encryption is now used. In section 2, proposed algorithm and the improvements are 
discussed in detail. Security analysis of the algorithm has been performed in section 3 and section 4 concludes this 
paper.

II. PROPOSED ALGORITHM

A.  Algorithm Steps – 

1. The algorithm uses a secret key of 80-bits for encryption/decryption. The key can be viewed as a sequence of 

ten 8-bit session keys (in ASCII system) or twenty 4-bit blocks (in hexadecimal system) as below: 

1021 KKKK , in ASCII (1) 

2021 kkkK , in Hexadecimal (2) 

2. Two chaotic logistic maps are used to achieve image encryption. The initial conditions ( 0X  and 0Y ) for these 

maps are determined using session keys. 

nnn XXX 19999.31 , (3) 

nnn YYY 19999.31 . (4) 

3. Initial condition 0X  for the first logistic map is determined using three blocks of session keys i.e. 654 KKK .

Here 1B represent the binary equivalent of 654 KKK :

.6862615852514842411 KKKKKKKKKB  (5) 

Here, ijK  is thj  bit of thi  session key and can take values either of 0 or 1. Now compute a real number 01X  as 

below: 
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Next compute another real number 02X as:
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i
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here, ik  is the thi  block of secret key in hexadecimal representation. 

Initial condition 0X for the first logistic map is given by: 

.1mod)( 02010 XXX  (8) 

4. Use the 0X  obtained in step 3 as initial condition for the first logistic map and iterate through it to generate a 

sequence of 24 real numbers 2421 fff . This sequence is converted to an integer sequence using the below 

equation: 

,1)23int( kk fP (9) 

where 24,2,1k .   
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5. Further, calculate the initial condition 0Y  for the second logistic map using three blocks of session keys i.e. 

321 KKK . Consider the binary representation of 321 KKK  as follows: 

.3832312822211812112 KKKKKKKKKB  (10) 

Here, ijK  is thj  bit of thi  session key and can take values either of 0 or 1. Now, compute two real numbers, 

01Y and 02Y as below: 

.2/)( 24
10201 BY (11) 

.2/2 241
24

1

202
k

k

kPBY  (12) 

Note that kPB2  is the 
th

kP bit (0 or 1) of binary string 2B . Using 01Y and 02Y , 0Y can be calculated as: 

.1mod)( 02010 YYY  (13) 

6.  Divide the range [0, 1] into 24 non-overlapping intervals and arrange them into eight groups as shown in Table 

1.  There is one operation designed for each group for encryption and decryption. This table shall be used in 

subsequent steps. 

7. Read a pixel from the image file which constitutes of three bytes representing red, green and blue (RGB) 

colours respectively. For each pixel, iterate once the second logistic map using 0Y  as initial condition. 

Determine which group/interval the output of second logistic map falls in Table1 and perform the 

corresponding encryption operation on the read pixel. Now write the encrypted RGB bytes to a new file. 

8. Repeat step 7 for next 15 pixels of the image file. After encrypting a block of 16 pixels, session key needs to be 

modified as follows: 

.81,256mod))()(()( 10210110 iKKK iii

.256mod))()(()( 1011010109 KKK

.256mod))()(()( 1021011010 KKK  (14) 

9. Now again calculate the initial condition for first logistic map as 240 fX  i.e. the last value of first logistic map 

obtained in step 4. Further compute a sequence of 24 real numbers using first logistic map and then repeat steps 

4-8 to achieve the encryption of complete image. 

Table -1 Non-overlapping groups of Y values and corresponding encryption/decryption operation 

Group No Y falls in Operations for encryption/ decryption 

1 [0 - 0.04), [0.33 - 0.38), [0.67 - 0.71) NOT operation on R, G, B values 

2 [0.04 - 0.08), [0.38 - 0.42), [0.71 - 0.75) 
XOR operation, 4KR

, 5KG
, 6KB

3 [0.08 - 0.13), [0.42 - 0.46), [0.75 - 0.79) Encryption 

256mod))()()(( 10510410 KKR

256mod))()()(( 10610510 KKG

256mod))()()(( 10410610 KKB

Decryption 

256mod))()(256)(( 10510410 KKR

256mod))()(256)(( 10610510 KKG

256mod))()(256)(( 10410610 KKB

4 [0.13 - 0.17), [0.46 - 0.5), [0.79 - 0.83) Encryption 
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)( 4KRNOT
,

)( 5KGNOT
,

)( 6KBNOT

Decryption 

4))(( KRNOT
, 5))(( KGNOT

, 6))(( KBNOT

5 [0.17 - 0.21), [0.5 - 0.54), [0.83 - 0.88) 
Similar to group 2 except that 987 ,, KKK

 are used instead of 654 ,, KKK
,

respectively. 

6 [0.21 - 0.25), [0.54 - 0.58), [0.88 - 0.92) 
Similar to group 3 except that 987 ,, KKK

 are used instead of 654 ,, KKK
,

respectively. 

7 [0.25 - 0.29), [0.58 - 0.63), [0.92 - 0.96) 
Similar to group 4 except that 987 ,, KKK

are used instead of 654 ,, KKK
,

respectively. 

8 [0.29 - 0.33), [0.63 - 0.67), [0.96 – 1] No operation on R, G, B values 

Decryption algorithm is similar to the encryption algorithm except that while applying the operation on RGB values 
(in step 7) choose the reverse operation for decryption from Table 1. 

B. Advantages of Proposed Algorithm – 

In the original algorithm [1], while calculating next value for both the logistic maps, only values falling in range 

[0.1, 0.9] are considered and if the outcome falls outside this range it is re-calculated. This re-calculation increases 

overall time to execute the algorithm. In step 4, original algorithm discards any values outside [0.1, 0.9] and 

calculates kP as:

,1)8.0/)1.0(23int( kk fP
 (15) 

here, .24,2,1k  The same can be achieved by considering all values in range [0, 1] and using Equation (9). 

Experiment results show that the logistic maps outcome is chaotic in the entire range of [0, 1]. We also re-defined 

the ranges for which encrypt/decrypt operations are executed differently. 
The Second improvement is in the calculation of session key after a block of 16 pixels is encrypted/decrypted. 

Original algorithm uses following equation: 

.91,256mod))()(()( 10101010 iKKK ii  (16) 

However, this equation would not change the key if 1010 )(K
 has ASCII 0 as its value, which has the probability 

of 256/1 . In that scenario, the key would never be modified however the calculations would be performed for the 
same. To eliminate this limitation, the key is modified using the equation (14), in a round robin fashion. This ensures 
that key would be modified even if a few bytes are having value of decimal 0. Even if a single byte of the key is non-
zero, the key would be modified after a few turns. This would also improve correlation coefficient. 

The Third improvement is a correction to operation number 3 and 6, in Table1, being performed for decryption. The 
original algorithm uses following operations for decryption purpose: 

))()(256)(( 10510410 KKR  (17) 

))()(256)(( 10610510 KKG  (18) 

))()(256)(( 10410610 KKB  (19) 
However, this would give incorrect decrypted value for various scenarios and hence the decryption would be lossy for 
those pixels. The equations in Table 1 have been corrected (to include mod 256). Table 2 lists some examples of the 
pixel values for which equation (17) would not be able to decrypt correctly.  

Table -2 Examples of the pixel values for which original equations would not decrypt correctly 

R K4 K5 Encrypted R value Incorrectly 

decrypted R value 

10 20 30 60 266 

2 3 5 10 258 

13 250 250 1 -243 
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III. SECURITY AND PERFORMANCE ANALYSIS

Both the original algorithm and its improved version have been evaluated using the miscellaneous database of 44 
images given in http://sipi.usc.edu/database/ [7] in terms of correlation coefficient analysis, key space analysis, 
histogram analysis, key sensitivity analysis and time analysis. There is an average 10% improvement in the execution 
time and 60% improvement in correlation coefficient.  

A. Correlation Coefficient Analysis – 

For the calculation of correlation coefficient, absolute values of correlation coefficients of Red, Green and Blue 
values for horizontally and vertically correlated pixels have been averaged. The following equation is used to find 
individual correlation coefficients: 
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 (20) 
Experimental results in Table 3 illustrate the improvement in correlation coefficient for proposed algorithm. 

Correlation coefficient is reduced significantly for the encrypted image as compared to the original image. 

Table -3 Comparison of original and proposed algorithm in terms of execution time and correlation coefficient for key AF5YDR4J6P on 

miscellaneous image data of [7] 

Image  

Name 

Time (ms) 

Original

Algorithm 

Time  (ms) 

Proposed 

Algorithm 

%

Improve

ment 

in Time 

Correlation

Coefficient

 (Original 

Image) 

Correlation

Coefficient 

 (encrypt using 

original

algorithm) 

Correlation Coefficient 

 (encrypt  using 

proposed algorithm) 

%

Improvement

Correlation

Coefficient 

4.1.01 44 38 13.64 0.973143625 0.04854287 0.017784229 63.36 

4.1.02 37 31 16.22 0.950144828 0.05180008 0.013991178 72.99 

4.1.03 32 25 21.88 0.949571072 0.048719763 0.018614014 61.79 

4.1.04 30 24 20 0.977954094 0.058702808 0.025188673 57.09 

4.1.05 54 48 11.11 0.964889959 0.054649667 0.021636003 60.41 

4.1.06 39 29 25.64 0.953841963 0.045359285 0.017882423 60.58 

4.1.07 31 27 12.9 0.980914406 0.04820512 0.019723643 59.08 

4.1.08 30 25 16.67 0.975459758 0.049781289 0.021069622 57.68 

4.2.01 192 170 11.46 0.989120451 0.053823872 0.019966618 62.9 

4.2.02 162 142 12.35 0.941986997 0.050756174 0.021071559 58.48 

4.2.03 222 186 16.22 0.876566908 0.038911334 0.016455738 57.71 

4.2.04 219 149 31.96 0.9761093 0.054344083 0.023371537 56.99 

4.2.05 156 137 12.18 0.958609461 0.044308316 0.015132455 65.85 

4.2.06 171 189 -10.53 0.971926144 0.04503602 0.014803326 67.13 

4.2.07 220 136 38.18 0.980306499 0.051340832 0.019989823 61.06 

5.1.09 34 23 32.35 0.930613458 0.049135349 0.026218206 46.64 

5.1.10 37 24 35.14 0.88062752 0.040407631 0.023600764 41.59 

5.1.11 55 23 58.18 0.948190749 0.048721569 0.017098376 64.91 

5.1.12 36 30 16.67 0.965474666 0.051546898 0.01696405 67.09 

5.1.13 33 26 21.21 0.870354933 0.051180049 0.017666143 65.48 

5.1.14 27 31 -14.81 0.921237496 0.044899339 0.021158066 52.88 

5.2.08 151 134 11.26 0.916502537 0.048510059 0.023279332 52.01 

5.2.09 154 135 12.34 0.879343482 0.042808366 0.013632903 68.15 
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5.2.10 159 188 -18.24 0.931792607 0.04453134 0.019519982 56.17 

5.3.01 783 693 11.49 0.981073146 0.049985716 0.019377083 61.23 

5.3.02 828 703 15.1 0.910994871 0.045257505 0.022195482 50.96 

7.1.01 139 115 17.27 0.947769694 0.051006978 0.02716181 46.75 

7.1.02 162 128 20.99 0.950293821 0.052080681 0.025221149 51.57 

7.1.03 117 188 -60.68 0.948349758 0.045597928 0.024023702 47.31 

7.1.04 143 131 8.39 0.976328944 0.048865785 0.02675793 45.24 

7.1.05 160 128 20 0.932106035 0.044136794 0.022160976 49.79 

7.1.06 110 132 -20 0.929044328 0.047096349 0.023962553 49.12 

7.1.07 155 129 16.77 0.89336292 0.049208659 0.028456005 42.17 

7.1.08 149 199 -33.56 0.95519561 0.048627294 0.023887344 50.88 

7.1.09 105 129 -22.86 0.952463002 0.048656145 0.022524404 53.71 

7.1.10 161 127 21.12 0.963468912 0.048109628 0.027119248 43.63 

7.2.01 725 831 -14.62 0.968957302 0.052330617 0.014170012 72.92 

house 121 126 -4.13 0.959427598 0.04366762 0.018398405 57.87 

numbers.512 140 127 9.29 0.729564897 0.044834853 0.018285244 59.22 

ruler.512 182 166 8.79 0.461845972 0.052548191 0.013971436 73.41 

testpat.1k 822 618 24.82 0.780384188 0.049188822 0.017330479 64.77 

B. Key Space Analysis– 

An encryption algorithm should be secure against brute force attacks. The external key size of 80-bit makes the 
possible guess of the key 280; making it sufficiently secure for practical use. The algorithm provides the flexibility to 
use a longer key at the expense of more computational time. Moreover, the secret key is modified after encrypting a 
block of 16-pixels, making the algorithm more robust. 

C. Histogram Analysis – 

An image histogram is a graphical representation of number of pixels at each colour intensity level. For a good 
encryption algorithm, histograms of the encrypted image should be uniform and significantly different from the 
corresponding original image histograms to protect against any statistical attacks.  

Histograms of original and encrypted images are shown in Figure 1. It clearly shows that the colour intensity 
distribution in the original and encrypted image differs significantly. 
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Figure 1. (a) Original image (b) Encrypted image (c) histogram of original image - red (d) histogram of encrypted image - red (e) histogram of 

original image - green  (f) histogram of encrypted image - green  (g) histogram of original image - blue (h) histogram of encrypted image - blue 

D. Key Sensitivity Analysis – 

A good image encryption algorithm is very sensitive to the secret key used i.e. even if someone tries to decrypt the 
encrypted image using almost same key, it should not be able to decrypt the image. Chaotic properties of logistic map 
make this algorithm very sensitive to secret key hence enhancing the security. Attacker needs to know the exact key 
in order to decrypt the image. Figure 2 shows experiment results when we tried to decrypt the image using a key 
obtained by modifying a small part of it. 

Figure 2. Key sensitivity test (a) Original image (b) Encrypted using key BQFRAM3L12 (c) Decrypted using key BQFRAM3L13 (d) Decrypted 

using key BQFSAM3L12 

E. Time Analysis – 

An image encryption method is of no practical use if it has large execution time. The average time taken to encrypt 
various images of different sizes is given in Table 4. The time analysis has been done on a 64-bit, Windows 7 
Ultimate machine with Intel i3 processor and 4GB of RAM. 

Table -4 Time analysis for different image sizes 
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Image Size Average Time taken 

in encryption and 

decryption ( in sec) 

10241024 0.75 

512512 0.18 

256256 0.03 

IV.CONCLUSION 

This paper presents an image encryption algorithm based on chaotic logistic maps. An 80-bit secret key is used to 

compute the initial conditions of the first logistic map. The outcome of first logistic map and the secret key 

determines the initial conditions for the second logistic map. Depending upon the outcome of the second logistic 

map, algorithm performs any of eight different types of operations on image pixels. To make the algorithm more 

robust, secret key is modified after encrypting a block of 16-pixels. Experiment results show that the algorithm is 

secure against statistical and brute-force attacks. Also, it is efficient and fast enough for practical use. 
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