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Abstract- Network Forensic is one of the most promising approaches for the network security. Under the umbrella of
network security, the network forensic is regarded as the extension of the traditional security model. Apart from the
general emphasis on prevention and detection of network attacks as in primitive network security model, the network
forensics focuses on the collection, observation and preservation of network data so as to analyze and organize traffic data
using clustering or various other data mining techniques for data verification. Here honeypots were used to lure and trick
attackers using network deception, by making possible security vulnerabilities and has very good camouflage place. Also
used were the various NFATS for the purpose of maximum fidelity of data collection. A prototype system is developed to
collect the network logs using honeypot infrastructure and analyze all the logged traffic, which are highly malicious in
nature with large volume of attacker’s information. The end result of the system was to collect network data which were
highly malicious in nature and were used for further investigation to get the intelligent information about the attackers as
evidence for Network Forensics.
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|. INTRODUCTION

With the rapid development of Internet, human activities dependent on information networks are also growing. At
the same time network security is tight, and the existing security measures is mainly based on the known facts of the
passive protection model. Honeypot technology is an emerging network security based on active defense
technology, which by monitoring the activities of an intruder, so that we can analysis of the intruder whose skills,
using the tools and motivation for the invasion, thereby enhancing network security defense capacity and also used
as evidence for network forensics. At the same time, honeypots can also use the custom features to phishing
attacker, slow down the attack and the transfer target, effectively make up the traditional defensive deficiencies in
information security technology, makes the protection system more perfect [5].

The term Forensics to be used in science and technology to investigate and establish facts in criminal and civil
courts of law. In the WWW (World Wide Web) environment, Forensics includes techniques and methodologies to
collect, preserve and analyze network data on the internet for investigation purposes. It is a field of research and
practice that has evolved as a result of increasing internet usage and the move of criminal activity. It is also argued
that network forensics evolved as a response to the hacker community.

Digital forensics focuses on developing evidence pertaining to digital files that relate to a computer document,
email, text, digital photograph, software program, or other digital record which may be at issue in a legal case. And
the Network Forensics deals to collect preserve the network data evidences. It is a branch of forensic science to
monitor, analyze and examine digital media or devices. The government and the corporate security firms dedicate
significant resources to investigating the insider computer attacks that continue to plague organization a worldwide.
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Network forensics process consists of Capturing, Collection, Preparation, Acquisition, Preservation, Examination,
Analysis and Reporting [1]. Among these steps, Acquisition step is a procedure that investigators collect digital
evidence and guarantee integrity of evidence at incident site. Accordingly, Acquisition step most significant step for
efficient investigation.
To Develop a Network Forensic System, performs the following tasks while working with network evidences:

1. Identification: Any digital information on the network or artifacts that can be used as evidence.

2. Collection of Network data with machine learning methods for observation and then preserve that data.

3. Analyze the collected data and organize using Clustering techniques.

4. Rebuild the evidence and verify the result every time [16].
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Figure 1. Processes to collect & Analyze Network data

The Collection of network evidence process to design Network Forensic System is as follow:
1. Where is the evidence? List out the systems were involved in the incident and from which evidence will be
collected.

2. Establish what is likely to be relevant and admissible. When in doubt err on the side of collecting too much
rather than not enough.

3. For each system, obtain the relevant order of volatility.

4. Remove external avenues for change.

5. Following the order of volatility, collect the evidence with tools

6. Record the extent of the system's clock flow.

7. Question what else may be evidence as you work through the collection steps.

8. Document each step.

9. Don't forget the people involved. Make notes of who was there and what were they doing, what they observed

and how they reacted [2].

Il. WORKING OF HONEYPOT

The honeypot is a computer system running on the Internet which designed to lure and trick other people (such as
hackers) who attempt to illegally break into others computer systems. Honeypot is mainly induced an attacker by
using the network deception, makes the possible security vulnerabilities have very good camouflage place. Because
honey cannot provide real value to the outside service, all of its attempt to link will be considered as suspicious.
Another use of honeypots is to delay the attack on the real target, make the attacker waste time in a honeypot so that
the possibility of a real network services to be detected is greatly reduced and the network detection rapidly detect
the attempt of the invader. Afterward, timely repair security vulnerabilities that may exist in the system and receive
the enemy's offensive skills and intentions. Honeypot tools include sensitive monitor and event log. Event log to
detect an intruder to access and collect information on the activities and the same can be used as network evidences.
Because any access to the honeypot system, the system is given the illusion of a successful invasion, so system
administrators cannot expose the system really working conditions, timely shift, record, track intruders, to collect
electronic evidence, do a better computer forensics work [5].

I11. PROS & CoNS OF HONEYPOT TECHNOLOGY

Honeypot technology benefits include: the fidelity of data collection, honeypots do not provide any real effect, so
the data collected very little. At the same time many of the data collected is as attacks by hackers, honeypots do not
depend on the detection of any complex technology, thus reducing the false negative rate and false alarm rate. The
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use of honeypot technology can collect new attack tools and attack methods, unlike most current intrusion detection
systems use feature matching method can only detect known attacks. Honeypot technology does not require strong
resources to support, low-cost equipment can be use and it doesn’t require extensive capital investment. Relative
other intrusion detection technologies, honeypot technology is relatively simple, enables network administrators
more easily to grasp some knowledge of hacking.

Honeypot technology also has some disadvantages: the need for more time and effort. Honeypot can only attack
against the surveillance and analysis, the view is more limited, unlike the intrusion detection system can listen
through the bypass techniques to monitor the entire network. Honeypot technology cannot be directly protective
vulnerable information systems. Honeypot deployment will bring some security risk [5].

IV. ARCHITECTING THE FORENSIC SYSTEM USING HONEYPOTS

A. System Model Design —
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Figure 2. System Model of Network Forensic System

Computer forensics system model is the theoretical basis of forensic system. Based on the existing model into the
honeypot technology, (Figure 2) gives the model of network forensics based on honeypot technology. The system
has four modules, intrusion detection module, data capture module, data analysis module, data storage module.

B. System Analysis —

To address the need for protection for each machine are installed honeypot system costs too many problems, you can
use technology to simulate virtual Honeypot multiple systems in order to attract more attacks or intruders. Virtual
honeypot system is in a real physical machine to run some simulation software, simulation software to simulate on
computer hardware, makes the simulation platform can run multiple different operating systems, such a machine
becomes true multiple hosts (known as virtual machine). Virtual honeypot technology can be used to simulate the
multiple systems in order to attract more attacks or intruders, software can set up a virtual honeypot system.

C. System Implementations Technology —

1) Intrusion detection module: Implementation of the network packet authentication. Intrusion detection system
with rule base in comparing the rules for credible data packets allowed into the real system, suspicious packets
redirected to the intrusion deception environment.
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2) Data capture module: Data acquisition functions. Packet contains a record of the intruder's actions, these
records will eventually help us to analyze their use of tools, strategies and attack purposes. Forensics system to
collect as much as possible all available data, and ensure that these data have not been tampered with, it needs the
data tansmit to Remote Security Host. We use various means to make the honeypot system to collect data integrity
and security as much as possible, through a combination of several methods, it is clear replay attack the intruder.
The first record is a host firewall tool. It can record all incoming and out honeypot system connections. Not only can
we set the firewall to log all the connections, but also to give us warning messages. In addition, it can record some
unusual port connection attempts. The second recording tool is intrusion detection system, we use Snort, configured
in Linux host. It has two functions: The first role is to capture all differences in honeypot system of network data
packets. In addition, it also can found some suspicious behavior and to alert you.

3) Data Analysis Module: Realize the characteristics of network data packets. Analysis of performance of the
system determines the overall system performance. Therefore, it can take pattern matching and protocol analysis
method to improve the analysis of system performance. Protocol analysis use the network protocol level and
knowledge of relevant agreements quickly determine whether there are signatures, Thus greatly reducing the
computational pattern matching to improve the accuracy of matching. Pattern matching is based on the signatures of
network packet analysis technology. Its analysis speed, the advantages of small false alarm rate is unmatched by
other analytical methods. Simple to use pattern matching, there are big drawbacks, we use the combination of
protocol analysis and pattern matching methods to analyze network data packets.

4) Data Storage Module: Realize the data transmission and preservation. Network data packets are recognized
to be safe for the invasion of the transfer of data to secure evidence of machine to prevent tampering by an intruder.

D. System Implementations —

According to the system structure, we can implement a system for Network Forensics as following steps:
1) Configuration firewall and malware detection systems.
2) Inthe server install VMware virtual machines to construct intrusion deception environment, then install a
honeypot system in the virtual machine.
3) The establishment of legal rules on the server database using Tools for Network Forensics.
4) Configuration computer for data Analysis.
5) Configuration Forensics machine for receiving the data.

V. TooLSs USED FOR NETWORK FORENSIC PROCESS

A.  ENCASE -

This tool is used to analyze digital Media. It performs the following function Data acquisition, file recovery, file
parsing, and hard disk format recovery. It is a network enabled incident response system which offers immediate and
complete forensic analysis of volatile and static data on compromised servers and workstations anywhere on the
network, without disrupting operations. It is used for the verification of the data after verifying it gives the hash
value [6]. There are three components of Encase tool which are discussed below:

1. The first of these components is the Examiner software. This software is installed on a secure system where
Investigations and audits are performed.

2. The second component is called SAFE, which stands for Secure Authentication for EnCase. SAFE is a
server which is used to authenticate users, administer access rights, maintain logs of EnCase transactions,
and provide for secure data transmission.

3. The final component is backend Servlet, an efficient component installed on network workstations and
servers to establish connectivity between the Examiner, SAFE, and the networked workstations, servers, or
services being investigated.
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ENCASE WORKING SNAPSHOTS:
Below are the snapshots of the working of tool [7]:

Figure 3. Ul Interface of EnCase Tool

We can recover the hard disk format data with the help of Encase tool. Figure 3 shows the main screen of the encase
tool. We will first select the option new and then after selecting the case option and save this new case by giving the
name as your choice. Choose the drive from which you want to recover the data. After that click next and it will
recover the deleted drive and the content of that hard drive successfully by this tool. By doing this we can recover the
hard disk deleted data.

B. FTK Explorer —

FTK Explorer is used to locate deleted e-mails. FTK Imager is the Disk imaging program which saves an image of a
hard disk in one file that may be later on reconstructed. Through this toolkit the recovery of password can be
constructed. With the help of this tool from Winzip, WinRar, Gzip and compressed file data is automatically
extracted. FTK processes data faster than any other computer forensics solution. It delivers true distributed
processing, allowing you to divide you’re processing across four workers. Furthermore, FTK is the only computer
forensics solution to fully leverage multithreaded, multi-core computers. Other common forensics tools waste the
potential of modern hardware solutions, while FTK will fully utilize anything you throw at it [6]. Some of the
features of FTK explorer includes:

e  Faster more efficient processing
Cancel/Pause/Resume functionality
Better real-time processing status
CPU resource throttling
Email notification upon processing completion.
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Figure 4. Ul Interface of FTK Explorer Tool

FTK runs in windows operating system and provides a very powerful tool set to acquire and examine electronic
media.

C. SLEUTHKIT -

Sleuth kit runs on windows and Unix system. It is the file system tool allows you to examine file systems of a
suspect computer in a non-intrusive fashion. Because the tools do not rely on the operating system to process the file
systems, deleted and hidden content is shown. The Sleuth Kit is written in C and Perl. With these tools, you can
identify where partitions are located and extract them so that they can be analyzed with file system analysis tools.
The Sleuth Kit has been tested on Linux, Mac OS X and Windows [7].
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Figure 5. Ul Interface of Sleuth Toolkit

VI.CONCLUSION

The tracking of intruder is Undeniable, so as the Honeypot technology make network security shift from passive to
active defense. Compared to other security mechanisms, honeypot easy to use, flexible configuration, occupies less
resources can be effective in a complex work environment, relevant data and information should be collected. With
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the intrusion type of diversification, the honeypot must also be a variety of interpretations; otherwise it will not be
able to face the ravages of the invaders. About the tool for Network Forensics; Sleuth Kit along with Autopsy
Browser has been selected as the best tool to implement for collection, analysis and to preserve the evidences for
court of law. Further for the research analysis, the paper introduces the aforementioned concepts in the cyber-crime
investigations domain and the suitability of the underlying tools is studied. Furthermore, a variety of network
forensics tools include digital evidence bag, automated logging — network tools in particular — which could be
interfaced with the Network Forensic System. By this, a more specialized system equipped with the appropriate
semantics would allow further exploration of the efficiency and effectiveness of the tool. By comparing the features
of these given tools in this paper, we will formulate to further design and implementation framework of network
forensics system for these tools with efficient results to collect the digital evidence.
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