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1. INTRODUCTION 

Among the different components of any system, process or organization it has been noticed that data is the component that 

has found an utmost importance. For every system it is data that comes out be the driving force that leads to the success of 

that particular system. With the growth in network and its associated technologies most of the business and organizations 

have developed information centric processes. 

With this growth the last decade has also seen the rise in attacks on such information centric business processes. This leads to 

the requirement of maintaining the multilevel security and confidentiality of sensitive and critical information. More we 

succeed in this aspect more is the success rate of any venture. 

Many security measures are suggested to counter these attacks such as cryptography, steganography, watermarking and 

covert channels. Cryptography hides the contents of the message from an attacker, but not the existence of the message.  

Steganography and watermarking bring a variety of very important techniques how to hide important information in an 

undetectable and/or irremovable way in audio and video data. They even hide the very existence of the message in the 

communicating data. But the covert channel is different from them. 

A covert channel is a mechanism in which a sender and a receiver set up a compromised  logical link between the processes 

running at their ends to secretly exchange critical information without being detected by third party.     A covert channel is 

designed to be hidden within the normal communication traffic of a legitimate logical channel, such as TCP or UDP. Secret 

information is amalgamated in the legitimate channel packets in such a way that only the end applications can detect and 

retrieve this information. Anyone else watching the network traffic is unable to detect the presence of such information in the 

legitimate channel packets. A covert network is so entitled in the real world scenario because it is secreted from the 

admittance control apparatuses of secure functioning systems since it don’t deal with the genuine data transfer processes and 

consequently cannot be sensed or measured by the security appliances that motivate secure operating schemes [1][2]. 

Covert Channels have been defined for the first time by Lampson in 1973. A path of communication that wasn’t designed for 

[that sort of] communication between two processes. It was authorized to communicate, but not in the way they actually are. 

[32]  

According to 1985 U.S. DoD publication a covert channel is “a communication channel that can be exploited by a process to 

transfer information in a manner that violates system security policy” [29].  

According to Murdoch [19], a covert channel can be described as a communication in a computer system where the sender 

and the receiver plan to leak information over a channel which is not designed for that communication to take place, in 

violation of a required access control policy.  

G.J. Simmons discussed one of the most common and perhaps the best vehicle for discussing the dynamics of covert 

communications is found in what is known as the “prisoners’ problem” initially by in 1983.[31]  

Actually word covert is derived from the word overt which means open. Covert is opposite of overt so it means hidden or 

under cover. So covert channel play a dual role with regard to network communication. At a particular instant it may turn out 
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to be a threat to an entity. But at other time it can be used as subversive means of achieving confidentiality and maintaining 

anonymity for another. It can be used to protect privacy or increase security of critical communication. Because a covert 

channel hides within a legitimate logical channel, it is a very simple yet effective mechanism for exchanging information 

between two end applications without alerting any firewalls or intrusion detectors on the network. For extremely sensitive 

applications, it may be advantageous to transmit certain data covertly. This provides an additional layer of security to that 

provided by the different layers of the protocol stack. Covert channels are best suited for sensitive data and their success rate 

is high if data burst is small. 

 

2. COVERT CHANNEL:TYPES 

2.1 Covert storage channels 

Involves the direct or indirect writing to storage location by one process and direct or indirect reading of the storage by 

another process. They exploit the attributes of the resources shared between the two compromised processes running at the 

sender and receiver end. Such attributes may be. Sectors on a disk, unused bits in a packet header or the payload. [30] 

A covert storage channel transfers information through the setting of bits by one program and the reading of those bits by 

another. Covert storage channels occur when out-of-band data is stored in messages for the purpose of memory reuse. 

Examples would include using a file intended to hold only audit information to convey user passwords--using the name of a 

file or perhaps status bits associated with it that can be read by all users to signal the contents of the file.  

 

2.2 Covert Timing Channels- 

It exploits the temporal or ordering relationship in such a compromised manner that accesses to shared resources can be 

interpreted by the receiver. 

 Some common temporal based attributes used in this mechanism are packet inter-arrival times of Internet traffic, system 

paging rate, I/O or network usage rates, process creation rate, and time slice relinquishment. 

Covert timing channels convey information by modulating some aspect of system behavior over time, so that the program 

receiving the information can observe system behavior and infer protected information. In some instances, knowing when 

data is transmitted between parties can provide a malicious user with privileged information. Also, externally monitoring the 

timing of operations can potentially reveal sensitive data.  

Covert channels are frequently classified as either storage or timing channels. Some examples of covert timing channels are 

the system's paging rate, the time a certain transaction requires to execute, and the time it takes to gain access to a shared bus. 

 

3. RELATED WORK 

The literature survey reveals the existence of numerous publications by different researchers dealing with various aspects, 

issues and techniques of designing the covert channel applicable in different environments of a network. Some of them are 

summarized here: 

The first publication on network covert channels is a paper published in 1987 [28]. It points out three covert channels to show 

the possibility to create a channel through a LAN. This work has been the basis for [27], where the author shows the 

possibility to create such channels in IEEE 802.2, 3, 4, and 5 networks with padding and unused bits used to transmit 

information. 

A simple covert timing channel with distribution matching is proposed in [18]. The approach processes the network traffic as 

fixed-length fragment and obtains the histogram of the delays, then uses the binary coding method to embed the message bits. 

A relatively high bandwidth covert timing channel for802.11 networks (Covert DCF) is proposed in [16]. It exploits the 

random back off in the distributed coordinated function (DCF), used to avoid collisions, to provide cover for covert timing 

channel. Covert DCF provides significant improvements over other covert channels at that time in the area of throughput, 

while maintaining high accuracy and remaining undetectable.  

Communication can be done steadily in the VANET network with the establishment of Covert channels between those nodes 

[5]. If the covert channel is established in the VANET network, then the security is maintained between High profile vehicle 

and Security provider vehicle and can share secret data covertly with each other and the attacker or you can say that the other 

vehicles that are present in this network can’t detect the covert channels.  

Utilizing the unused fields of the packets for covert channel establishment has been widely investigated [21]. For example, 

the ACK frame’s destination address field can be used as a medium for covert communication in the IEEE 802.11 protocol 

[23]. MANET’s routing protocols can be considered as another space for covert channel establishment [17]. S.Li and A. 

Ephremides [17] discuss the use of various features in AODV routing algorithm for covert channel establishment. “Timing of 

the route request”, “source sequence number filed in the route request”, “lifetime field of the route reply”, and “destination 

ID field in the route request” are some examples of these features. However, most of these covert channels are statistically 

detectable and cannot be considered as network steganography. In addition, the firewalls and routers are usually configured to 

change the unused fields to avoid hidden channels [14]. 

Packet retransmission and rate switching approaches are other means for covert channel establishment in wireless networks 

[15,25]. In [25], packet retransmission is used to create covert channel. This paper uses the “Retry bit” and “More data” fields 

for synchronization and the “Destination/ID” field for the covert data transmission. In [15], rate switching of the 802.11 
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protocol is used for covert channel creation in wireless networks. The target of the rate switching protocol is to choose a data 

rate that optimizes the node’s performance. The proposed covert channel is established between a workstation and an access 

point (AP). Access point observes the sequence of data rates and decodes the hidden message accordingly. This covert 

channel has low bit rate with 100% accuracy in decoding the hidden messages. In [4], the probability distribution of the 

different data rates in the wireless networks is used as a mean for covert channel detection. Euclidean distance is used to 

calculate the similarity of the probability distribution of the data rates, used by the covert sender, and the possible data rate 

probability distributions in a wireless network. And with the use of measured Euclidean distance, the established covert 

channel will be 100% detectable. 

CSMA/CA is an algorithm that is used in 802.11 standard to control the medium access in wireless networks [20]. The main 

feature of CSMA/CA is the randomness observed in the amount of back-off times, selected by the nodes in the busy channel 

condition. In [13], a covert channel is created by mimicking the behavioral characteristics of 802.11 wireless networks that 

result in low throughput with high level of covertness. The author of [8] creates a hidden channel using QoS features in 

802.11e standard. QoS Control field is added to the frame in 802.11e. The combination of three fields of QoS, CF-Poll able, 

and CF-Poll request is used to create the covert channel. Paper [11] creates covert communication using the time intervals 

between the packets at the sender. The main goal of this paper is to create a timing channel that is robust against the noise in 

the network. The noise on such a channel can be the extra times applied between the packets transmission, forced by 

CSMA/CA. LDPC coding schemes are used to produce robustness against the noise. However, the bandwidth is wasted 

because of the LDPC usage, and according to the paper, 0.4 bit can be encoded in each packet. 

A covert channel creation method in Ad hoc networks is also presented in [10]. This paper uses AODV routing protocol to 

create covert channel, while OLSR routing algorithm is used between the legitimate nodes in the network. Legitimate nodes 

discard the corrupted packets in the network, and the covert nodes extract the hidden data from these packets. In [7], the 

design of a covert channel in a hybrid network (a network that contains different kinds of networks) is proposed. The 

combination of Wi-Fi and 3G networks is used for this purpose. One network is used to transmit the key and the other to 

transmit the hidden message. Covert sender uses DES cryptography algorithm to encrypt the hidden message. The used key is 

transmitted to the hidden receiver with the use of 3G network, but the covert sender transmits the covert data on the Wi-Fi 

network. 

Although the aforementioned covert channel methods create covert communications, they have some drawbacks. Storage 

covert channels [23] are not secure. They are detectable and can be eliminated from the system. Some other covert channels 

are secure enough but suffer from low bit rate [7,8,15,17]. The covert channel proposed in [16] sacrifices its bit rate to 

achieve high security. The methods mentioned in [27,28] are not practical because they use algorithms that are not practically 

so common. Some others [15, 25] only care about their long time behavior. Thus, they will be easily detected by short time 

monitoring of the system behavior. In this paper, a method is proposed to establish a covert channel in IEEE 802.11, which 

has high security along with high bit rate in comparison with the existing methods. 

 

4. COVERT TECHNIQUES 

Highlights of some techniques that how undisclosed communications can be embedded in covert channels is explained as 

below:  

 

4.1. Unused Header Bits: 

By exploiting protocols, such as TCP/IP, it is possible to encode a covert channel using reserved or unused bits of their 

headers, as proven in [26]. If there is no confirmation on the receiver or the protocol specifications do not impose explicit 

values, hidden data can be transmitted, (e.g. in “type of service” field of the IP header). In figure 1 we can see TCP/IP header 

and their exploitable fields, marked as underlined. 

 
Figure 1. TCP/IP Header Structure [28] 
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Another possible exploit regards padding bits. Again, if the no specific value is imposed for padding, information can be 

covert within those bits. 

 

4.2. Optional Header Fields: 

In spite of the usage of predefined header extensions regarding discretionary information transport on requisition, several 

protocols consent unheralded data to be carried in header extensions in order to augment the proficiency of protocols. One 

simple example is to covert masked data as an IP address in route record option. 

 

4.3. Semantic Overloading of Header Fields: 

A different approach regarding covert techniques is the semantic overloading. It consists of exploiting syntactic variations of 

the overt channel to encode covert data whilst the channel is maintained semantically identical. For example, hidden content 

can be encoded using TCP sequence numbers in TCP header. In order to do it, the client chooses the ISN (Initial Sequence 

Number), and it should be carefully chosen to prevent new incarnations sequence numbers to overlap with the ISNs previous 

ones. One example of a covert channel created in these circumstances is the use of each ISNs most significant byte, while 

enforcing the remainders to be set as zero, as proven in [4]. Higher layer protocols, mainly text based ones, like Hypertext 

Transfer Protocol (HTTP), offer further opportunities. By simply varying the use of upper and lower case, or the amount of 

spaces interleaving words, covert channel can be created. 

4.4. Packet and Message Sequence Timing: 

Another technique relies on sequence timing. To establish a covert channel, in every time interval the sender adjusts its 

packet rate, while on the receiver’s side, in order to decode the concealed data, he needs to measure the rate of the packets in 

each time interval. However, packet timing channels required synchronization mechanisms at both, sender and receiver sides, 

in order to alter the packet rate and obtain proper readings at the destination. 

 

4.5. Payload Tunneling: 

This technique consists of using the payload tunneling one protocol into another. The major goal of this approach is to bypass 

firewalls responsible for restraining outgoing transmissions to a brief set of authorized application protocols, such as HTTP. 

Such methods can even be applied to Domain Name Server (DNS), tunneling information through the protocol. In this case, 

the client would request a name resolution for the host in the form of host.covertserver.com, where covertserver.com would 

be a modified DNS server participating in the covert channel, and host would be encoded covert data. All the covert 

information would be sent from the DNS server to the client in the DNS responses as text records. 

 

5. APPLICATIONS OF COVERT CHANNELS 

Applications of covert channels with some practical implementations are given below: 

 

5.1. Covert Communication in Social Networks: 

With facebook’s acceptance and usage spreading worldwide, it became a craved target for covert channels. Such exploitation 

was performed in [12]. In this article, the authors have successfully implemented means to use social networks as a pipe for 

covert communications, specifically targeting facebook. The authors created an application, named FaceCat which operates 

based on users facebook accounts. Firstly, the software reaches for long-term cookies stored in cache. After successfully 

retrieved said cookies, the software starts to operate as an authenticated facebook user. 

 
Figure 2. FaceCat operation method (from [12]) 

 

By manipulating cookies, a TCP session is established between the master node wall, the “attacker”, and unrelated account 

walls, the “victims”. The master node writes its own cookie on its wall, and waits for connections. FaceCat is now able to 

read the cookie and, using a method, which authors called ”pass-the-cookie”, gain the ability to write on master’s wall. 

Communications works using Base64 encoding as well as sequence numbers. The authors choose facebook’s mobile 
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interface as it was easier to parse and obtain the encoded messages and use Poison Ivy as a Remote Administration Tool 

(RAT), with the purpose of interpreting concealed data. 

 

5.2. Covert Communication with skype: 

Skype is currently one of the most used P2P communication systems with a number of users of around 35 million [3]. Using 

the IP protocol, skype communication is made in a high cryptographic manner. Such communication aims to guarantee 

privacy for Skype users, but it also covers said communication from firewalls as they usually do not verify ciphered contents 

and therefore creates an ideal ambient for covert communication. Skype uses the UDP protocol for communications and, as 

many other protocols, it is susceptible to covert techniques, such as network covert storage channels through packet field 

manipulation. In [9], the authors successfully used Skype’s 70 bit packets that do not carry speech, to conceal 

communications success- 

Fully. Such exploit is due to Skype’s method of transmitting data. Even though no dialog is being performed, like text or 

audio communication, skype continuously send data packets during the session time, as explained in [3]. 

 

5.3. Covert Communication in TCP/IP: 

We must start this discussion by firstly introducing some concepts regarding TCP/IP. TCP/IP is a computer networking 

model and a set of communication protocols widely used on the Internet. It is composed by the TCP protocol for reliable 

communication and IP protocol for routing functions. The protocol’s header is the combination of both, TCP and IP. In [26], 

Craig H. Rowland successfully implemented undisclosed communications using TCP/IP packet headers, adopting three 

different approaches. 

 

5.3.1 Manipulation of the IP Identification Field: 

TCP/IP uses the IP identification field to reassemble packet ordering at the destination node. If - by some reason - a packet 

was to be lost along the way, the destination router would be aware of the lack of such packet and could not reconstruct data 

accurately until a retransmission of the packet would be received. By using a simple method of placing the ASCII 

representation of the characters he wished to encode in the identification field, Rowland managed to pass the word ”HELLO” 

hidden, being subsequently reconstructed at the destination node. This method consists of having the client host to build a 

packet with the correct destination host, encoded IP ID field and data regarding the source host. The remote host, while 

listening on a passive socket, receives the packet and decodes the information. Although effective, this implementation is 

easily detectable by firewalls and there is a high probability of losing data due to the need of packet overwriting by routers 

(TTL for example). 

 

5.3.2 Initial Sequence Number Field: 

The second approach taken by the author consists in modifying the Initial Sequence Number Field. This field is used in the 

three-way handshake implemented by TCP in order to establish a reliable protocol negotiation with a remote server. It comes 

as an ideal field to conceal communications as it has a reserved 32 bit size. As in the previous example, the author 

encapsulates ASCII coding that refers to a given character in this field. They define the communication as a synchronized 

communication and encapsulate the ASCII code, taking in account the generation of more realistic sequence numbers through 

divisions. 

 

5.3.3 The TCP Acknowledge Sequence Number Field “Bounce”: 

Finally, the author refers to a third and last method entitled as The TCP Acknowledge Sequence Number Field “Bounce”. In 

this method, the author uses basic IP spoofing (packet manipulation in order to forge the sender IP address) and bouncing 

technique (using IP spoofing, a packet is sent to a given server that then replies with an ACK/SYN with ISN +1). Basically, a 

packet is created with forged source IP address, port, destination IP address (the target system), destination port and a TCP 

SYN number forget with the data they wish to transmit. Then, it is sent to a bounce server that receives the packet, 

increments ISN by one number and replies to the forget IP address in the packet. The receiver system expects communication 

from the bounce server and when received, it interprets the ISN number minus one and therefore the ASCII value of the 

character. 

 

6. CONCLUSION AND FUTURE SCOPE 

Thus going through the different review papers it is observed covert channel can be used as an  effective tool to provide the 

security to  critical and sensitive data in the wireless adhoc networks. Its effectiveness increases many folds if sensitive data 

is of short burst as then it becomes very difficult for the third party to detect that a secret communication is being going on  

between the sender and receiver. It is  transferring information and data even in high security without altering the firewall or 

security contents. We also studied its applications on skype, facebook etc.  

This study also suggests that covert channel is an emerging and hot topic for researchers. Many new algorithms can be 

generated and many old algorithms can be exploited to make covert channel technique more secure and effective in ad hoc 

wireless communication. 
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