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1. INTRODUCTION 

WSN is a communication network that is made up by teaming up a large number of tiny sensor nodes. These sensor nodes 

creates a path from source too destination node for transmitting the data packet successfully. In order to perform energy 

efficient routing, a large number of routing paradigms has been introduced [1]. The motive of such routing paradigms is to 

manage the energy consumption while data transmission, to retain the security of the data packets and to elect the effective 

node as next hop for route creation. The next hop selection relies on multiple parameters such as distance among nodes, 

energy of nodes, etc. Along with this the security also has a major role in next hop selection [2]. Some of the security issues 

that happen in wireless sensor networks are discussed below: 

 The WSNs are proved to be more susceptible to link attacks. The attacks such as eavesdropping, active link attacks fall 

under this category. In case of wired network, such attacks are ceased by applying the firewalls and gateways whereas in 

wireless networks the implication of firewalls and gateways are not possible [3], thus attacks can enter to the network 

from any of directions and could be proved harmful for confidential data. This can violates the rules of security hence it 

is mandatory that each and every node of the network should be capable to beat these kind of adversaries whether 

directly or indirectly [4].   

 The autonomous nodes of the network have insufficient protection from attacks and therefore these nodes are easily 

suspected to the attacks. The intruder can attack the nodes from both sides i.e. inside or outside of the networks because 

it is quite easy to attack on mobile nodes in the network because these are hard to investigate [5].  

 Any security mechanism with static placement is not much strong to prevent the network from attacks. If user wants to 

get high availability, a dispersed network without central entity must be employed. The central server in the network 
sometimes can become a strong reason behind the attacks in the network [6].  

Other than this, energy constraint also has an impact on network performance. The high energy consumption can lead to the 

earlier exhaustion of network [7].  

This study develops a Trust based DSR Firefly Optimized Routing protocol for energy efficient next hop selection. The DSR 

routing protocol is used to elect the next hop on the basis of the respective remaining energy [8], trust factor is used to 

evaluate that whether a node is trustworthy or not to handle the confidential data and Firefly optimization algorithm is 

applied to optimize the results.  

 

2. PROBLEM FORMULATION 

Energy consumption is one of the pivotal constraints in Sensor Networks. The deep research has been done and still going on 

in this domain to improve the energy consumption criteria of the sensor network. In traditional energy efficient based 

PDORP routing protocol, the PEGASIS clustering technique was used which works upon the basis of the chain formation for 
transmitting the data to the base station. In this mechanism the sensor nodes were used for chain creation i.e. the data from 

the previous node was handover to the next node, than it is responsibility of the current node to aggregate the gathered data 

and its own and to forward this data to the next node. It is observed that the PEGASIS utilizes all of the nodes of the network 

for chain creation. The issue in PEGASIS is that it did not perform the next hop selection by considering the energy factor of 
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the nodes and it also fails in the case when any node gets aggressive i.e. the node is not in the condition of handling the data 

due lack of storage or residual energy. Along with this, the PDORP also implemented the GA and BFO optimization 

technique for route creation. The choice of GA and BFO for hybrid method was good as both of the techniques are quite 

effective but it also faces issues like increase in complexity. The lacking point of PDORP was that it had only cache oriented 

security check for ensuring the data delivery to the base station which is not effective information to know node 

trustworthiness. Thus there is a requirement to develop a new energy efficient based hop selection mechanism to reduce the 
energy consumption of the nodes along with the enhanced security.  

 

3. PROPOSED WORK 

After having a review to the traditional PDORP energy efficient routing mechanism it is concluded that it suffers from 

various issues such as lack of security, lack of efficiency in case of aggressive node selection and enhanced complexity.  To 

overcome all these issues of PDORP, the proposed energy efficient protocol implements the next hop selection criteria on the 

basis of the energy of the nodes and trust factor. The objective of considering the energy as a key factor is that it eliminates 

those nodes from route which are not capable enough to handle the data due to lack of residual energy. Thus the proposed 

work overcomes the issue of indulging all the nodes for route creation and indirectly will lead the shortest path creation as 

well. Along with this the trust factor is evaluated to select the next hop in path creation. The Trust factor is evaluated to check 

that whether a node is a trustworthy enough to handle and transmit the data without dropping the packets. Hence the 
proposed work also ensures the security of the nodes by using the trust factor. Another amendment is done by replacing the 

hybrid optimization technique with Firefly optimization algorithm as it is proved less complex and more effective 

optimization algorithm in comparison to the rest of the optimization algorithms. The methodology of TDFORP is as follows: 

1. Start 

2. Define network initialization parameters such as coverage area of network, number of nodes in network, initial energy 

of nodes. 

3. Next step is to deploy the nodes in the network as per values are given in previous step.  

4. In this step the distance among the adjacent nodes is evaluated. 

5. After evaluating the distance the , the distance is compared with threshold value. If the evaluate distance is observed to 

be smaller than the threshold value then go to step 6. Otherwise evaluate the same for next adjacent node. 

6. Evaluate the direct trust by using the  following equation: 
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7. Initialize the route finding process. Define initial population. 
8. Evaluate fitness value and if the best fitness values is achieved then update the fitness value. After updating the fitness 

value update the population with firefly optimization algorithm.  

9. Evaluate fitness value as per newly generated population and if the evaluated fitness value is greater than the initial 

fitness then update the fitness value else generate population again by using firefly optimization technique. 

10. Evaluate Performance parameters such as energy consumption, delay, throughput, error rate etc. 

 

4. RESULTS 

The proposed network structure is shown in figure 1 below. The network height and width is 1000. The nodes in blue color 

are the sensor nodes and the nodes in green color show the source and destination node. The source and destination node is 

elected on the manual basis.  

 
Figure 1 Proposed Network Structure 
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Figure 2 Proposed Error Rate 

 

The graph in figure 2 depicts the error rate of proposed TDFORP energy efficient routing protocol. The bit error rate (BER) 

is the count of bit errors per unit time. The bit error ratio (also BER) is the number of bit errors divided by the total number of 

transferred bits throughout a deliberate time interval. Bit error ratio is a unit less presentation measure, often articulated as 

a percentage. The bit Error Rate of proposed work is measured with respect to the number of available nodes in the network. 
From the graph below, it is perceived that the initial error rate of TDFORP is 1.217 at 100 nodes and it reaches to 1.26 when 

the number of nodes in the network is 200.  Then sudden fall in error rate is discerned when the number of nodes reaches to 

the 300. When the number of nodes reaches to 500 the respective error rate is spotted at 1.182.  

 
Figure 3 Delay in Proposed Work 

The delay plays an important role for qualitative performance of the network. If the network delay is high it can have a worse 

impact on network performance. Thus to maintain the quality of network performance, it is mandatory to have less delay in 

data transmission. Delay is a performance matrix that is used to measure the time taken by the data to reach the destination. 

As per the graph the initial delay in TDFORP is 0.2461, and then it slides down to0.160 when the number of nodes is 300.   

At the end when the number of nodes reaches to 500 

 
Figure 4 Energy consumption in Proposed Work 

 

The graph in figure 4 delineates the energy consumption of proposed work. The initial energy consumption is 0.161 and at 

last it reaches to the 0.1218. The lower energy consumption guarantees the enhanced lifetime of the network. 
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Figure 5 Throughput of Proposed Work 

 

The throughput is a parameter that depicts the successful data transmission to the destination node within the available time 

interval. The graph in figure 5 represents the throughput of proposed work. The initial throughput of TDFORP is 0.566 and at 

end it reaches to the 0.032.  

 

5. CONCLUSION 

The WSN has become a milestone in advance communication technology.  It empowers the users to transmit the data from 

one place to another without having any physical connection among sender and receiver. The WSN operates on the basis of 

the energy allotted to the sensor nodes. This work considers the energy consumption as major issue and along with this the 
author is also concerned about the security of the data with respect to the next hop selection. Thus to achieve energy efficient 

trustworthy network, the concept of DSR routing mechanism by using Trust evaluation and firefly algorithm is suggested in 

this work. To assure the efficiency of the proposed work, various performance metrics like error rate, throughput, delay and 

energy consumption is evaluated. After having a review to the evaluated results, it is concluded t5hat this work can be 

considered to maintain the energy efficiency and security of the network. Thus in future, the proposed TDFORP mechanism 

can be analyzed and compared with the traditional energy efficient routing protocols.  
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