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1. INTRODUCTION 

MANET is an ad hoc network to which a set of free nodes attached. These nodes are capable of altering its locations and 

topology without requiring any predefined structure. MANET is organized in a central way. Here nodes itself acts as router 

as well as participating nodes. MANET node depends on acting topology so it facilitates mobility which causes faster speed 

of a network. But this randomly changing topology has become a challenge for worldwide researchers. This problem has 

arrived because nodes can act as both participating and router nodes. The main challenge faced while implementation of 

MANET is due to restricted bandwidth and high battery requirement, availability of which cannot be guaranteed on the go. 

[Alvarez, 2016]  [Sahadevaiah, 2011] [Zhou, 1999] 

 

2. CHALLENGES AND CHARACTERISTICS 

It is not an easy task to implement MANET. A lot of challenges are faced while carrying out its execution, which is figured 

below: 

 
Figure 1: Challenges of MANET 

 

Challenges in MANETs mainly arise due to aspects given below: 

 The nodes can freely and randomly move at any time/mobility. 

 Low bandwidth / bandwidth constraints /variable capacity links 

 Multiple accesses and  restricted wireless transmission ranges 

 Fading and noise 

 Interference conditions and low throughput 

 Constrained power/battery/energy constrained operation 

 Restricted physical security and modest resources 

 Heterogeneous and localized control 

 Auto-configuration and dynamic structure 

 Lack of unceasing connections 
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 Security Problems (Refusal of Services Attacks, Indiscretion, Node Concordat, Selfishness, unavailability of information 

about Network Application / Service – Location and Content, Network Origin, Range, Capability etc.) 

Security, attacks, routing protocol and energy consumption are major issues in wireless adhoc networks. The inherent 

individualities as well as encounters creates a set of original suppositions as well as performance apprehensions for protocol 

designers which extended outside guidelines of the design of routing which encompass finally higher-speed and semi-static 

topology of a fixed network [Desilva, 2005] [Kaur, 2014] [Menaka, 2013]. 

 

3. PROBLEMS IN MANETS 

If preventive measures are not taken at earlier stages of a network, then network operations and various other functions of it 

can be easily imperilled. As a result MANET nodes may not execute unfavourable network functions properly. Malicious 

nodes can introduce malicious info into routing packets thereby causing stale loop time-out as well as advertisement of 

deceitful/ accumulated metrics etc. Some the adhoc protocols are based on a benign environment and these protocols may 

suffer from security attacks in an adverse environment [Ghaffari, 2006] [Nadeem, 2013] [Hu, 2002] [Specht, 2004] 

[Sahadevaiah, 2011]. 

 
Figure 2: Problems in MANET 

 

Security problems for adhoc networks over other networks were concluded as: 

 Attack Prone Environment/Unfriendly Environment 

 Node Tracing / Unique Identify a Host / Changing ID of Host 

 No Temper Proof Network/Network Topology Changes  

 Routing Security / Packet Forwarding and Routing 

 Key Management 

 Trust Relationship / Selfish behaviour of nodes and Non-Cooperation 

 Weak Authentication Infrastructure 

 Intrusions and Attacks and Scalable Security 

 Operating System / Software / Program / Code Security 

 Inter-Vehicle / Moving Nodes / Mobility. 

 

 

4. SECURITY CHALLENGES AND VULNERABILITY 

Traditional wired networks are quite less insecure than which of Mobile adhoc networks It is quite difficult to safeguard the 

Mobile adhoc networks from the invaders than which of wired network [Nait-Abdesselam, 2008] [Vij, 2016] [Alvarez, 

2016].  
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Figure 3: Security challenges and vulnerability 

 

Various security challenges and vulnerabilities which mobile adhoc networks face are as follow: 

 Wireless Link: Use of wireless links has posed one of the major problems faced by adhoc networks. Due to the inherent 

features, an adhoc network is more susceptible to link attacks like passive eavesdropping, active impersonation, message 

replay and message corruption etc. In “Eavesdropping” a malicious node can garner accessibility even to top-secret info 

thereby violating confidentiality. “Active attacks” may permit deleting or injecting erroneous messages, modify 

messages and impersonate as another node in network traffic by a malicious node, thereby violating the features like 

“availability, integrity, authentication and non-repudiation”. 

 Dynamic in Nature: Dynamic nature of an adhoc network is mainly responsible for change in discretional nature of its 

configuration and membership. This nature does not allow the linked nodes to sustain long-term-peer relations among 

themselves. 

 Varying Number of participating Nodes: One must not consider which the participating nodes in an adhoc network can 

be up to a specific number only.  Theoretically, it is possible to form an adhoc network using hundreds or even more 

number of nodes, though it is not yet implemented practically. So, it becomes necessary to build a security system in 

such a way which it is capable of managing discretionally large networks and carrying out the tasks assigned to it. 

 Lack of Safe Demarcation: Unlike traditional wired network, which gives clearly a secure demarcation line, there is no 

such line of defense present in mobile adhoc network. Main reason behind this vulnerability of the mobile adhoc network 

is due to liberty of the nodes to link, detach or move in a network.  

 Threats from Peril nodes In a Network: Some intruders target to get the authority over nodes using unfair means, further 

using malicious nodes for disrupting normal functionality of the network. Malicious node is benefitted due to mobility of 

adhoc networks which gives it chance to change its target to attack the system frequently, causing intense damage to the 

whole network system.  

 Lack of Integrated Managing Facility: Mobile adhoc networks do not have any integrated management system like a 

name server, which can cause severe security problems. To perform a particular network operation, it is mandatory for 

all the nodes to act in a collaborative way, while it is not possible to provide a secure bound to all the network nodes. As 

it is quite difficult to supervise the data traffic in an ever changing and large adhoc network, so due to unavailability of 

integrated security management machinery it becomes quite difficult to find out the intruders and their attacks. 

 Limited Power Distribution: In case of wired network, nodes are directly connected to the outlets of electric power 

supply, so they can consume as much power as they require, while in case of mobile adhoc networks, due to dynamic 

nature of nodes, nodes need to work on a limited power supply. Due to this, a node can act in a selfish way to conserve 

the power available or can even lead to refusal for the service attacks. 

 Scalability: When a customary wired network is premeditated then its scale is usually pre-defined which is not changed 

much during the usage. On the contrary, scale of adhoc network keeps altering all the time primarily owing to mobility 

of the nodes. As a consequence, protocols as well as services having applicability in an adhoc network like “routing 

protocol and key management service” should be well-suited to constantly varying scale of an adhoc network. 

Thus, one can conclude which mobile adhoc network is insecure by its nature and require stronger security system to assure 

network safety as compared to the wired network [Bajaj,1999]. 

 

5. CONCLUSION 
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MANET is one of the fastest emerging network techniques but it has its own pros and cons. Though MANET gives easy 

multiple accesses but due to this security becomes one of the main problems faced in implementing MANET.  Some 

mechanisms can be developed to enhance network security and this can facilitate its more applications worldwide. 
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