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1. INTRODUCTION: 

A recent report from U.S. Department of Energy [1] states that, in the Unites States, almost two-fifths of the total electricity 

is consumed in households. However, the energy use is not efficient; the distribution of energy consumption rate in different 
hours of the day is not even. The peak usage of electricity is much higher than the offpeak periods. The peak value of 

electricity consumption data is extremely important for electric companies as the generation capacity of their power plants 

must be higher than the peak value. If some loads from the peak-periods can be shifted to the off-peak periods, the power 

company would be benefited by the reduction of the cost of power generation.  

Controlling the energy usage at the customer side of smart meters has received a lot of attention. Some research (e.g., [2], [3], 

[4]) has been made to minimize the cost of production with the indirect interaction between the energy users (i.e., the 

customers) and the energy provider giving incentive for using energy at off-peak hours. The advent of smart meters gives the 

opportunity of two-way communication between the meters and the utility servers through the intelligent collectors [5]. This 

opportunity allows the researchers to rethink the optimal demand side management, which is also known as demand 

response. A direct load control solution for demand response is proposed in [6], where the utility remotely controls energy 

consumption for high-load household appliances like air conditioners and water heaters. In [7] and [8], electricity scheduling 
methods are proposed to reduce the peak-to average ratio (PAR) of the energy usage by introducing some flexible electricity 

price functions. These methods depend on the response of the users to the time-differentiated prices by shifting their load 

from the peak hours to the off-peak hours.  

These research works focus on the household users, particularly the household appliances, which are flexible in their usage 

time; hence one can shift the usage time from peak time to off-peak time to reduce the cost. Mohsenian-Rad et al. in [9] 

proposed an autonomous and distributed demand-side energy management system among users that takes advantage of the 

communication infrastructure among the smart meters. The game-theory [10] is applied to formulate the energy consumption 

scheduling (ECS) problem, solution to which gives the maximum payoff to the users. Similar automated demand side 

management systems are also proposed in [11], [12], [13], [14], [15]. In these works, demand response solutions typically 

optimize the overall cost of power generation and, thereby, the usage cost of the customers. The distributed algorithm for the 

optimization of the energy consumption schedule requires a user to broadcast his hourly usage information to the other 

participating users; this algorithm interferes with the privacy problem. As the participating users possess various 
characteristics and they are mostly unknown to each other, privacy is an important matter. The algorithm is also susceptible 

to false data injection and replay attacks.  

Due to these attacks, the optimization algorithm can come up with a result which is different from the actual optimal result. 

In this case, the participating users after optimization may not get the expected benefit; rather, they can end up paying much 

more than the  

regular price. Moreover, some participating users may lie (i.e., defect) about their energy consumption behaviors.  
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Fig:1  System Architecture Diagram 

 

In this work, we propose some novel mechanisms for the distributed customer-side demand management in order to thwart 

security and privacy attacks by malicious outsiders or insiders in smart grids. We propose a mechanism for optimizing energy 

cost that meets the security challenges and performs efficiently that is developed on top of the typical energy consumption 

scheduling model. Our contributions in this paper are fivefold:  

First, we propose an efficient secure multi-party computing (MPC) solution to preserve the privacy and security of the usage 

schedules. We have adopted the energy consumption scheduling model and management protocol proposed in [9] as a use 

case. Second, we enhance the efficiency of the distributed demand management protocol by clustering the participants and 
executing the optimization protocol over the clusters. Third, we demonstrate a scenario wherein a participating user can 

benefit by telling lies about its usage, if the price of electricity is computed based on consumers’ usage in each slot (we call it 

per-slot billing mechanism in this paper). We also formally prove the incentive to deviate in such a scenario. Then we discuss 

assumptions for which there is no incentive for defecting. We also devise a truthful verifier-based solution in order to ensure 

the truthfulness of the participating users, where the verifier could be one of the users. Fourth, considering repeated 

interactions among users, we derive the conditions under which we can enforce cooperation among users and prevents 

dishonest declaration of consumption by a simple tit-for-tat mechanism. Finally, we evaluate the scalability and efficiency of 

our solution by executing simulation experiments. 

Literature Review: 

In this work, first we briefly discuss the research done so far for optimizing the energy usage cost. Then, we present a brief 

discussion on the research work that address the security and privacy problems related to this area.  
Fahrioglu and Alvarado proposed a game [3] that models the interaction between a utility and its customers to let the 

customers help a utility solve a variety of problems. Herter in [4] proposed a mechanism to minimize the generation cost with 

the indirect interaction between the energy users and the energy provider by providing incentive for using energy at off-peak 

hours with the help of time-varying energy prices. Gomes et al. discussed a load control strategy in [25]. The paper 

implemented the elastic electrical price. The authors pointed out that the complexity is increased by the diversity and 

volatility in power systems, because the individuals have different aim.  

Ruiz et al. in [7] introduced a direct load control algorithm based on linear programming to operate the virtual power plant 

composed of a large number of users with load reduction capabilities. The author in [26] made an investigation on 

relationship between the critical-peak pricing and the households with different income and usage in California State. This 

work justifies the need of a good cost function which can affect the behavior of users and their usage. However, the 

automation of the optimal demand side management solely by the interactions among the participating users (i.e., without an 
involvement of the utility) can offer an open, independent, and creative solution.  

Mohsenian-Rad and Leon-Garcia proposed an optimal and automatic residential energy consumption scheduling framework 

in [27] that minimizes the electricity payment as well as the operational waiting time of each household appliance under a 

real-time pricing model. The authors addressed a similar problem in [9], [28] for autonomous demand side management 

within a neighborhood. They considered the deployment of energy consumption scheduling devices in smart meters, which 

can communicate with each other. The game theory is applied to distributive find the optimal consumption scheduling for all 
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the users. There are also other autonomous demand side management solutions presented by different researchers in [11], 

[12], [13], [14], [15]. In these solutions, the overall energy production or usage cost is minimized by controlling the energy 

consumption directly with optimal scheduling or indirectly with suitably chosen energy prices. Another demand response 

system is designed in [29] by minimizing the peak-to-average ratio of the aggregate load demand.  

In [19], fairness in autonomous demand response is discussed based on the contribution that a user makes in achieving the 

system’s global objective. However, none of these algorithms addresses the security problems introduced by their proposed 

algorithms. Li et al. presented a distributed data aggregation process for smart meters involved in transmitting data from a set 
of meters to the data collector [30]. To protect user privacy, they applied homomorphic cryptography. So, the meters 

participating in the aggregation cannot see intermediate results. However, their solution is costly and it cannot solve the 

security issues other than privacy found in our problem domain.  

In [31], the authors showed that it is possible to extract the detail information about the household activities of a customer 

without any prior knowledge. In order to secure the customer’s privacy, the authors also proposed a homomorphic encryption 

based zero-knowledge billing protocol for smart meters. Raj et al. proposed a privacy preserving approach by perturbing the 

usage data while meeting the utility needs [32].  

Sankar et al. in [33] introduced the competitive privacy problem in distributed state estimation at the regional transmission 

organizations. Unlike above works, we proposed a lightweight MPC based data aggregation protocol that solves privacy as 

well as data integrity problems. In addition, with respect to the data integrity, we addressed the need of the participants’ 

truthfulness in such protocols and proposed mechanisms to ensure this truthfulness by punishing for lying. Although we 

focused on the optimal scheduling of customers’ energy consumption, our work is applicable to other problems in smart grids 
that need data aggregation among the participants. 

 

2. RELATED WORKS 

In this section, first we briefly discuss the research done sofar for optimizing the energy usage cost. Then, we present a brief 

discussion on the research work that address the securityand privacy problems related to this area. Fahrioglu and Alvarado 

proposed a game [3] that models the interaction between a utility and its customers to let the customers help a utility solve a 

variety of problems. Herter in [4] proposed a mechanism to minimize the generation cost with the indirect interaction 

between the energy users and the energy provider by providing incentive for using energy at off-peak hours with the help of 

time-varying energy prices. Gomes et al. discussed a load control strategy in [25]. The paper implemented the elastic 

electrical price. The authors pointed out that the complexity is increased by the diversity and volatility in power systems, 

because the individuals 
have different aim. Ruiz et al. in [7] introduced a direct load control algorithm based on linear programming to operate the 

virtual power plant composed of a large number of users with load reduction capabilities. The author in [26] made an 

investigation on relationship between the critical-peak pricing and 

the households with different income and usage in 

California State. This work justifies the need of a good cost function which can affect the behavior of users and their usage. 

However, the automation of the optimal demand side management solely by the interactions among the participating users 

(i.e., without an involvement of the utility) can offer an open, independent, and creative solution. Mohsenian-Rad and Leon-

Garcia proposed an optimal and automatic residential energy consumption scheduling framework in [27] that minimizes the 

electricity payment as well as the operational waiting time of each household appliance under a real-time pricing model. The 

authors addressed a similar problem in [9], [28] for autonomous demand side management within a neighborhood. They 

considered the deployment of energy consumption scheduling devices in smart meters, which can communicate with each 
other. The game theory is applied to distributively find the optimal consumption scheduling for all the users. There are also 

other autonomous demand side management solutionspresented by different researchers in [11], [12], [13],[14], [15]. In this 

solutions, the overall energy production or usage cost is minimized by controlling the energy consumption directly with 

optimal scheduling or indirectly with suitably chosen energy prices. Another demand response system is designed in [29] by 

minimizing the peak-to-average ratio of the aggregate load demand. In [19], fairness in autonomous demand response is 

discussed based on the contribution that a user makes in achieving the system’s global objective. However, none of these 

algorithms addresses the security problems introduced by their proposed algorithms. Li et al. presented a distributed data 

aggregation process for smart meters involved in transmitting data from a set of meters to the data collector [30]. To protect 

user privacy, they applied homomorphic cryptography. So, the meters participating in the aggregation cannot see 

intermediate results. However, their solution is costly and it cannot solve 

the security issues other than privacy found in our problem domain. In [31], the authors showed that it is possible to extract 

the detail information about the household activities of a customer without any prior knowledge. In order to secure the 
customer’s privacy, the authors also proposed a homomorphic encryption based zero-knowledge billing protocol for smart 

meters. Raj et al. proposed a privacy preserving approach by perturbing the usage data while meeting the utility needs [32]. 

Sankar et al. in [33] introduced the competitive privacy problem in distributed state estimation at the regional transmission 

organizations. Unlike above works, we proposed a lightweight MPC based data aggregation protocol that solves privacy as 

well as data integrity problems. In addition, with respect to the data integrity, we addressed the need of the participants’ 

truthfulness in such protocols and proposed mechanisms to ensure this truthfulness by punishing for lying. Although we 



 Secure And Private Data Aggregation For Energy Consumption Scheduling In Smart Grids 109 

focused on the optimal scheduling of customers’ energy consumption, our work is applicable to other problems in smart grids 

that need data aggregation among the participants. 

 

3.  PROPOSED WORK 

In this system, first, we propose an efficient secure multi-party computing (MPC) solution to preserve the privacy and 

security of the usage schedules. We have adopted the energy consumption scheduling model and management protocol 

proposed as a use case. Second, we enhance the efficiency of the distributed demand management protocol by clustering the 
participants and executing the optimization protocol over the clusters. Third, we demonstrate a scenario wherein a 

participating user can benefit by telling lies about its usage, if the price of electricity is computed based on consumers’ usage 

in each slot (we call it per-slot billing mechanism in this paper). We also formally prove the incentive to deviate in such a 

scenario. Then we discuss assumptions for which there is no incentive for defecting. We also devise a truthful verifier-based 

solution in order to ensure the truthfulness of the participating users, where the verifier could be one of the users. Fourth, 

considering repeated interactions among users, we derive the conditions under which we can enforce cooperation among 

users and prevents dishonest declaration of consumption by a simple tit-for-tat mechanism 

Fig:2 Architecture Diagram 

 

Modules used in the application are  

1. User Share Private Information 

2. Energy Consumption model 
3. Energy Consumption scheduling 

4. Detect Dishonest user 

 

3.1 User Share Private Informtion 

In this module, many users are registered with smart grid.Here a user to broadcast his hourly usage information to the other 

participating users. While the integrity of the information is vulnerable to internal and external adversaries. To achieve this 

objective, in this work we consider the energy consumption scheduling model, in which users participate in a distributed 

protocol to optimize the energy usage cost. 
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Fig 3.user share private information 

 

3.2.  Energy Consumption Model 

In this module, the energy source provides the energy to the users by power lines. Each user is equipped with a smart meter. 

The smart meters are connected through the power line or Wi-Fi communication media, which forms a local area network 
(LAN). The energy provider is connected to this LAN through the wide area network (WAN).  

 

 

 

 

 

 

 

 

 

 
 

 

 

Fig.4.energy  consumption model 

 

3.3.  Energy Consumption Scheduling 

The strategy of each user x is its energy usage vector ux to maximize its payoff considering the other users strategies.In this 

module,we schedule the user’s energy consumption.After Scheduling, we enhance the efficiency of the distributed demand 

management protocol by clustering the participants and executing the optimization protocol over the clusters. 

 

3.4.  Detect Dishonest User: 

In this module, considering repeated interactions among users, we derive the conditions under which we can enforce 
cooperation among users and prevents 

 

4. RESULT DISCUSSION 

4.1 Evaluation 

In this section, we present the evaluation results that we find by simulating our proposed solution for optimal and secured 

energy consumption scheduling. We also present the analytical results of applying the grim strategy with respect to the 

payoffs for different cases. 5.1 Simulation Results on Energy Consumption Scheduling We evaluate our proposed solution, 

especially its scalability, by running a simulation program written in Java. We run our experiment in Intel Core2-Duo 2:2 

GHz Processor. Each user x 2 N has an arbitrary number of nonshiftable household appliances and an arbitrary number of 

shiftable household appliances. These arbitrary numbers are taken from a range between 10 to 20. Each nonshiftable 

appliance has a fixed operation schedule, while each shiftable appliance has a duration of operation and the possible time 
slots of operation (i.e., some consecutive time slots ranging from a starting slot to an ending slot). The number of possible 
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time slots must be larger than the usage duration. The properties of the appliances are chosen arbitrarily. We experiment 

using an arbitrary number of users (i.e., nodes). For the constants of the cost function Chð:Þ, we assume that both bh and ch 

are equal to 0 for all h 2 H, and the values of ah; h 2 H are an arbitrary value chosen between 0:5 to 0:6. The initial hourly 

cost of 15 users is depicted in Fig. 7a. In the experiment of our proposed solution, we use fixed size mutual exclusive clusters, 

while the number of clusters depends on the number of participating users. Our solution without clusters is almost similar to 

the algorithm of [9], except that the MPC algorithm (along with cryptographic measures) is executed by a node before each 

computation of the local optimization. We simulate MPC simply by the number of messages with a fixed processing 
overhead. The size of a cluster is taken as five users. We assume that the optimization process converges when the difference 

of cost reduction is less than 0:001 in the last consecutive rounds (e.g., 20) of local optimizations for each node. 

In this section, we discuss about some points regarding our proposed solution for secure and private energy consumption 

scheduling 

A Utility Collector Based Energy Consumption Scheduling Smart meters often forms a mesh network and they are connected 

to a data collector through this mesh network. A common framework for the communications often includes home area 

networks, building area networks, and neighborhood area networks, where we need many different communications between 

meters before sending data to the grid [23]. If we consider the usage data aggregation only, a smart meter needs to send its 

data to the collector through other meters, which does not preserve the privacy. Therefore, an aggregation scheme taking the 

help of a collector still needs to apply some privacy-preserving protocols. 

A utility collector often sends collected usage data to the utility center by creating a secure channel with the utility server. 

However, in practice such secure channel is yet to be implemented in many places properly or fully, particularly for the 
communication among smart meters and collectors. For example, LonTalk is often used for communication among meters 

and collectors, which mainly ensures authentication of the two communicating parties [24]. After all, the privacy is not 

considered as a concern in this communication which is mainly taken place from a meter to a collector for reporting usage 

data to the utility center. On the other hand, the optimal scheduling protocol is executed among nodes (smart meters), where 

each node needs to know and use the received data for the optimal scheduling of energy consumptions. Therefore, the 

security, integrity, and privacy issues are required to be addressed together and comprehensively taking the protocol 

execution into consideration. In our work, we identify the potential threats of eavesdropping and false data injection with 

respect to the optimal energy usage scheduling protocol and thus provide a defense mechanism by ensuring data privacy 

along with the data authentication and integrity. We also provide security against semi-honest participating nodes, especially 

when they provide false information about their potential energy usage. 

 

5. CONCLUSION 

This work has presented a mutually exclusive cluster based solution for the optimal energy management problem, which can 

solve the security and privacy threats found in the earlier proposed solutions. Our solution provides data privacy, as well as 

protection from false data injection, i.e. data integrity. Comparing to the existing demand-side management solutions, the 

proposed approach is also highly efficient as in our proposed solution the running time increases almost linearly with the 

increase of the number of users. We have also presented an example which shows that a user participating in the optimization 

process can benefit by lying about his usage if the smart grid uses a per slot based charging mechanism. We have proved 

formally that a dishonest node can make benefit by lying about usage with per-slot based charging mechanism. We have 

proved that if a user cannot be untruthful about his total usage, then he cannot get any incentive by lying about the 

distribution of usage in different time slots. We have proposed a verifier based solution in order to detect malicious node who 

declared false information about its usage. We have also analyzed a grim trigger strategy solution for ensuring the 
truthfulness that can help smart grids to build incentive-based charging mechanisms. These mechanisms can be designed in 

future research works by choosing appropriate subscription period, reward and punishments values. 
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