/' International Journal of Latest Trends in Engineering and Technology
?m.]”mr Vol.(9)Issue(3), pp.119-125
3 DOI: http://dx.doi.org/10.21172/1.93.21

ﬂLNE PEER REVIEWED JOURNAL

- e-ISSN:2278-621X
AUTHORSHIP ATTRIBUTION USING MARKOV CHAIN

Dr. Avinash S. Jagtap* & Dr. Jaya L. Limbore?

Abstract- There are many important fields where authorship attribution is needed. It is the way of determining writer of a text
when it is unclear. It is useful when two or more people claim to have written something or when no one is willing (or able) to
say that (s)he wrote the piece. In a typical scenario, a set of documents with known authorship is used for training. The
problem is then to identify which of these authors wrote the unattributed documents. In our study we refer to a method which
has its origins in early twentieth century in a work of Markov (1916). In this paper we present the applications of the idea of
Markov Chain, used in many field today.
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1. INTRODUCTION

Modern methods of Authorship Attribution are described by Milov (1994, Russian techniques) and Holmes (1998, western
Method). A text makes use of all linguistic domains such as semantics, syntax, lexicography, phonology (orthography) and
morphology. Each of these domains is rule governed, yet, within these rules and among the components, the grammar offers
the writer choices. The text as an end product is an outcome of the particular choices taken by its author. This is why each
specific text carries the fingerprints of its creator. Authorship Attribution can be used in a broad range of applications such as
To analyze anonymous or disputed documents/books, such as the plays of Shakespeare (shakespeareauthorship.com)
Plagiarism detection - it can be used to establish whether claimed authorship is valid.

Criminal Investigation - Ted Kaczynski was targeted as a primary suspect in the Unabomber case, because authorship
attribution methods determined that he could have written the Unabomber’s manifesto

Forensic investigations - Verifying the authorship of e-mails and newsgroup messages, or identifying the source of a piece of
intelligence.

There are some assumptions while carrying out Authorship Attribution.

There is a specific single author There are choices to be made

The author is consistent in his/her preferred choices

These choices are present and could be detected in all end products of that creator.

2 METHODOLOGY

2.1 Markov chain:

In Markov’s paper (1916) we find the first application of the idea of Markov chain, used in many fields today e.g. Speech
recognition. We consider the straightforward measure i.e. the letters used in texts. We consider not the relative frequency of a
letter bigram, but rather the probabilities of subsequent letters, e.g. given that a particular letter is an ‘f> which letters are most
likely to follow it. If we wanted to find a probabilistic model for natural language text, we might consider a simple model
where letters and spaces were generated independently according to their probabilities of occurrence in the language. Of
course, letters do not occur at random, and are dependent on the letters which occur before them. The simplest such model
would have each letter being dependent only on preceding letters. This gives rise to a first order Markov chain model.

Some preprocessing of data is carried out before the transition probability matrix is calculated.

All punctuation and formatting are removed. Capital letters in capitalized words such as proper nouns and initial words in the
sentences are replaced by small letters. A transition matrix is then calculated for each text. The transition matrix for an author
is prepared by averaging the elements of the matrices from all the texts by that author.

In order to predict the authorship of new text, assuming that it was written by one of the known authors, we consider the
probability of the text being generated by each of the transition matrices. Each author will thus be assigned probability. These
probabilities are then ranked, with highest probability having rank 0, the next rank 1 and so on, and the author with highest
probability and lowest rank is assigned to have written the text.

To extend this further to higher order Markov chains, we can also check which order Markov chain is appropriate by using
likelihood ratio test.

2.2 LRT Test:
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For i.i.d. Model,
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Where, Pi=Probability of occurrence of i" state.
Ni=No. of visits to state i, in the given sample.
N=Sample Size.

3. DATA DESCRIPTION

In this paper we have used the techniques for authorship attribution based on simple Markov chain of letters and some data
mining techniques. We show that these techniques provide excellent results when applied to 22 samples from 5 bloggers.
Data is taken from the following links.

http://wmbriggs.com/blog/ (Ecophilo blogger)

http://femalecomputerscientist.blogspot.in/ (Computer scientist blogger)

http://academic-jungle.blogspot.in/ (Academic Jungle blogger)

http://www.wandering-scientist.com/ (Wandering Scientist blogger )

http://sunshinenjoy.blogspot.in/ (Sunshinenjoy blogger)

4. DATA ANALYSIS

4.1 Markov chain

First to construct a transition probability Matrix we have 27 state spaces (26 Letters and 1 space character). We obtained a
transition Probability Matrix for each sample.

TPM for Computer Scientist Blogger is
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Similarly we have constructed a TPM for all the samples. TPM for a blogger is then estimated by averaging the TPMs from
all the samples of that blogger. We then compared the new sample transition probabilities with estimated transition
probabilities from known samples, by using absolute distance or sum of squared distance method.

We take one sample written by one of the five bloggers (from four samples kept aside for test) and the distance obtained
from estimated TPMs (by using sum of square distance method), is given below.

Blogger [1 D 3 a 5

Distance  [0.3846561 [0.8925033 [0.3718052 [0.7199951 [0.4218929

We observed that, distance obtained from estimated TPM of blogger 3 is minimum. Therefore the given sample attributed to
Sunshinenjoy blogger and this sample actually written by sunshinenjoy blogger i.e. our classification is correct. We then take
another sample from test samples (written by Academic jungle blogger) and obtain the distance from estimated TPMs by
using sum of squared distances method.

Blogger |1 P 3 i 3

Distance |0.2278577 [0.3436596 [0.883861 [0.4133029 [0.8633511

Here the distance obtained from estimated TPM of blogger 1 is minimum.

As per above distances the sample is attributed to Computer Scientist blogger. Therefore our classification is not correct.
Now we check these results by using cross validation. In cross validation, we considered 4 samples of each blogger, so in all
we have 20 samples. TPMs for authors are estimated by using 19 samples and the prediction of authorship is done for the one
text which was not used in computation of TPMs.

The table below shows the cross-validation results.

Blog sample | Distance From estimated TPMs of 5 bloggers
X11 0.2330591 0.328435  0.8025682 0.3902946 0.804695
X12 0.1899352 0.3450917 0.87238 0.4184358 0.751563
X13 0.1817513 0.2991884 0.7784743 0.3108238 0.710042
X14 0.225905  0.2220626 0.552162 0.2204632 0.472889
X21 0.350408  0.3577399 0.471892 0.2861497 0.502612
X22 0.1880457 0.4309271 0.800962  0.3896091 0.781987
X23 0.4498609 0.4215558 0.6402572 0.4931652 0.662526
X24 0.7241214 0.5407092 0.2429771 0.351173  0.312824

The following table gives the distances from the estimated TPMs.

Blog sample | Distance From estimated  TPMs of 5 bloggers
X31 0.320405 0.24656  0.8155719 0.333729 0.56194

X32 0.368756 0.362021 0.7130685 0.44274  0.792835
X33 0.622469 0.388281 0.2887951 0.27965  0.278387
X34 4474188 3.421802 3.479468  3.205315 2.28311

X41 3.399102 2.645645 1.483128  3.84251  1.562679
X42 0.273461 0.452396 1.0948185 0.818669 1.00809

X43 0.251408 0.380991 0.8143365 0.57152  0.836866
X44 0.237702 0.345063 0.9105733 0.614227 0.843912
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X51 3.506508 2.719473 1.57467 2.404466 2.556732
X52 0.208805 0.386432 0.9137031 0.455002 0.255748
X53 0.669172 0.459684 0.3739732 0.397523 0.256872
X54 0.398965 0.220961 0.3179526 0.217162 0.395539

Another type of representation of above table is

Rank of correctblogger 0 1 P B P4

Number 5 P 7 B P
Of the 20 samples from 5 bloggers, 5 samples are assigned correctly and if we treat as blogger being in top 2 selected as
correct then 14 samples are correctly classified. Success rate goes up to 70%. To increase the efficiency of results we see
another method i.e. Independent sequence of letters (Zero order Markov chain)

4.2 Independent sequence of letters

In this method we find the frequency distribution table for each sample and thus estimate the probabilities for 27 states.
Probability distribution for each blogger is obtained by averaging over the all known samples from that blogger. To decide
the author of new sample, we compare the probabilities with estimated probabilities of known samples, by using sum of
square distance method and absolute distance method.

Example. Probability model for Computer Scientist blogger.
0.068137 {10 | 0.002882 [19 | 0.056575
0.014204 11 | 0.007514 [P0 | 0.075342
0.025389 [12 | 0.034892 1 | 0.026692
0.027447 13 | 0.021546 P2 | 0.008268
0.10152 [14 ] 0.053419 P3 | 0.015713
0.015405 fi5 | 0.06083 [P4 | 0.001338
0.017189 [16 | 0.017223 5 | 0.018492
0.041274 17 | 0.000961 |26 | 0.00072
0.059389 [18 | 0.048856 [P7 | 0.178783

© 00 N O o A W DN B

We take one sample written by one of five bloggers assuming that its author is unknown and obtained its distance from
estimated probability distribution by using sum of square distance method.

Blogger |1 2 3 4 5

Distance | 6.37E+07 | 1.52E+07 | 1.53E-04 | 2.84E-04 | 5.31E-04

We observe that, the distance obtained from estimated probability distribution of blogger 3 is minimum. Therefore we
conclude that the given sample is written by Sunshinenjoy blogger and this sample is actually written by Sunshinenjoy
blogger i.e. our classification is correct. Then we consider one sample written by Academic Jungle blogger and obtain the
distance from estimated probability distributions by using sum of squared distances method.

Blogger |1 2 3 4 5

Distance | 6.37E+07 | 1.52E+07 | 4.89E-04 | 6.94E-05 | 1.66E-04

Here the distance obtained from estimated probability distribution of blogger 4 is minimum. As per above distances the
sample seems to be written by Academic Jungle blogger, which is correct. Therefore, our classification is correct. By
independent sequence of letters method we got both the results to be correct. We further check the results by cross validation.
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Removing effect of Blog no. | Distances from estimated TPMs of 5 bloggers
X11 45889.78 17142078 64383775 64383837 64383821
X12 274673.8 14895213 59725340 59725408 59725392
X13 109076.4 16651612 63272338 63272402 63272387
X14 315885.3 18924161 68002595 68002651 68002630
X21 370721.5 25168813 58711706 58711754 58711731
X22 256565 29033119 63059051 63059102 63059077
X23 6.37E+07 2.70E+07 2.47E-04 2.97E-04 3.58E-04
X24 6.37E+07 2.70E+07 2.44E-04 3.15E-04 3.14E-04
X31 6.37E+07 1.52E+07 9.54E-05 2.03E-04 3.05E-04
X32 6.37E+07 1.52E+07 8.79E-05 6.24E-04 7.12E-04
X33 6.37E+07 1.52E+07 1.28E-04 1.63E-04 3.47E-04
X34 6.37E+07 1.52E+07 1.06E-04 4.18E-04 6.08E-04
X41 6.37E+07 1.52E+07 1.95E+03 8.02E-05 7.42E-05
X42 6.37E+07 1.52E+07 1.95E+03 6.67E-05 1.97E-04
X43 6.37E+07 1.52E+07 1.95E+03 9.41E-05 2.28E-04
X44 6.37E+07 1.52E+07 1.95E+03 6.56E-05 1.78E-04
X51 6.37E+07 1.52E+07 1.95E+03 1.91E-04 5.22E-05
X52 6.37E+07 1.52E+07 1.95E+03 1.86E-04 1.02E-04
X53 6.37E+07 1.52E+07 1.95E+03 1.41E-04 6.03E-05
X54 6.37E+07 1.52E+07 1.95E+03 1.35E-04 4.69E-05

Above table gives the distances from the estimated probability distributions. Another type of representation of above table is

Rank of correct author

0 L P

3 P4

Number

15 4 D

1 P

Of the 20 samples from 5 bloggers, for 15 samples bloggers are assigned correctly and if we treat the blogger being in top 2
selected as correct then 19 samples are correctly classified. Success rate goes up to 95%.This shows that the results obtained
by considering sequence of letters as independent are better than Markov chain method.

4.3 What is the actual order of the dependence?
We can check the order of dependence in the sequence of letters of blog samples with the help of likelihood ratio test, AIC
(Akaike’s Information Criteria), BIC (Bayesian Information criteria) etc. Here we check by using likelihood ratio test
method. First set the null hypothesis
HO1: The sequence of letters is independent.

Vs

H11: The letters forms a first order Markov Chain.
The results obtained from the LRT tests are as follows:

For Blog | LRT P- value | Conclusion at 5% l.0.s.
X11 781.3191 | 0.003019 | Reject HO1

X12 695.8491 | 0.290228 | Accept HO1

X13 678.9851 | 0.460494 | Accept HO1

X14 1285.77 |0 Reject HO1

X21 1710.842 | O Reject HO1
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X22 665.2082 | 0.609079 | Accept HO1
X23 1595.365 | 0 Reject HO1
X24 6412.268 | O Reject HO1
X31 1857.618 | 0 Reject HO1
X32 972.4695 | 4.87E-13 | Reject HO1
X33 4039.088 | O Reject HO1
X34 29708.55 | 0 Reject HO1
X41 25979.15 | O Reject HO1
X42 749.8738 | 0.025102 | Reject HO1
X43 743.812 | 0.035621 | Reject HO1
X44 726.6345 | 0.086576 | Accept HO1
X51 69674.53 | 0 Reject HO1
X52 707.4309 | 0.194903 | Accept HO1
X53 5128.286 | 0 Reject HO1
X54 3080.219 | O Reject HO1

In many cases the null hypothesis is rejected. Hence out of 20 samples in case of 16 samples the null hypothesis is rejected.
Therefore, those16 samples follow first order Markov chain but by using first order Markov chain accuracy of determination
of author of blog is low. Hence we try to fit second order Markov chain.
To test the hypothesis that
HO2: The letters form a first order Markov Chain.

H12: The letters forr:(z second order Markov Chain.

For Blog | LRT P-value | Conclusion at 5% l.0.s.
X11 12792 1 Accept HO1

X14 157526 | 1 Accept HO1

X21 152429 | 1 Accept HO1

X23 138258 | 1 Accept HO1

X24 199706 | O Reject HO1

X31 15176.2 | 1 Accept HO1

X32 12879.6 | O Reject HO1
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X33 17852 0.982387 | Accept HO1
X34 29886 |0 Reject HO1
X41 320943 | 0 Reject HO1
X42 12096.7 | 1 Accept HO1
X43 355125 |0 Reject HO1
X51 29557.1 | 0 Reject HO1
X53 18756.8 | 0.004377 | Accept HO1
X54 24126.6 | O Reject HO1

Here in 8 cases we accept the null hypothesis. Which shows that probability model follows first order Markov chain.

5. CONCLUSIONS

»  25% samples are correctly classified (Markov chain model).

« If we treat an actual author being in top 2 selected as correct, the success rate goes up to approximately 40-45 %
(Markov chain model).

*  75% samples are correctly classified (independent sequence of letters).

« If we treat an actual author being in top 2 selected as correct, the success rate goes up to 95% (independent
sequence of letters).
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