
DNA CRYPTOGRAPHY ALGORITHM USING GENETIC 

OPERATORS 
 

Anushree Raj1 & Dr. Rio G L D‟Souza2 

 

1. INTRODUCTION: 

In this new era of secure data transmission over network, it is a major concern to protect data from the hands of hackers or 

against illegal access and modification. Lot of techniques and algorithms are identified and many solutions are proposed by 

researchers to ensure privacy on data transmission. The proposed work is based on the idea of bi-serial DNA encryption 

mechanism [1]. A brief introduction on cryptography, genetic operators and DNA technology, also various techniques and 

algorithms used for DNA cryptography is investigated. 

Cryptography is one of the schemes to prevent unauthorised access to data. In the proposed paper the plaintext ASCII values is 

first converted to its binary form, a combination of 0s and 1s, blocks are generated upon which the genetic operators crossover 
and mutation is applied, which is then converted into a DNA sequence. DNA coding is based on four nucleotides for 

encrypting binary to DNA sequence such as adenine „A‟, cytosine „C‟, thymine „T‟ and guanine „G‟ [2]. The cipher text so 

formed is completely different from the original plain text, which is not easily detectable by unauthorized users.  

Genetic algorithms contain bio inspired operators such as mutation, crossover and selection. They are used to optimize and 

search problems by generating high-quality solutions. In this paper crossover and mutation operation are used to support 

encryption decryption of plain text to convert a binary code into a DNA sequence which reduces the time complexity.  

 

1.1 Cryptography 

Cryptography is a technique used to make a communication unreadable to all except of the deliberate receiver(s). It ensures to 

send data in puzzled form so as to preserve privacy of the data.  

There are two types of cryptographic schemes based on the key used:   

A. Symmetric Cryptography: It‟s a technique where same key is used for encryption and decryption. The key is shared 
between both the communicating party‟s sender and the receiver. Symmetric key cryptography helps to achieve high 

performance. For e.g. AES, IDEA, DES, etc.   

B. Asymmetric Key Cryptography: It‟s a technique where two different keys are used. Key for encryption is known as the 

public key, and private key for decryption. For e.g. RSA, Diffie - Hellman 

 

1.2 Genetic algorithms 

Genetic Algorithm (GA) is based on biological evolutionary theories and is often used to solve optimization problems. GA 

comprises of a set of individual elements (the population) and a set of biologically inspired operator. A simple GA uses 

following operators to transform a population into new population:   

GA uses three main types of rules at each step to create the next generation from the current population:  

Selection rules select the individuals, called parents that contribute to the population at the next generation.  
Crossover rules combine two parents to form children for the next generation.  

Mutation rules apply random changes to individual parents to form children  

Here in our algorithm we have used only crossover and mutation operators. 
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1.3 DNA 

DNA is a nucleic acid that contains the genetic instructions. The four bases found in DNA are adenine (A), cytosine (C), 

guanine (G) and thymine (T). A gene is a sequence of DNA that contains genetic information of all living organisms [3]. 

There are two ways to realize DNA technology - DNA coding and DNA cryptography. 

DNA cryptography is a relatively new paradigm that has attracted great interest in the field of information security. It has 
parallel computing properties to perform the encryption and decryption. DNA cryptography stores huge amount of data in 

small volume with the combination of only these four letters A, C, G, and T. These bases form the structure of DNA strands 

by forming hydrogen bonds with each other to keep two strands intact [4] 

DNA coding technology is used to convert binary data to DNA sequence. Binary data can be encoded in DNA by using 

sequence of alphabet. It is known that DNA sequences contain four basic letters Adenine (A), Cytosine (C), Guanine (G) and 

Thymine (T).  

 

2. LITERATURE SURVEY 

Kazuo Tanaka et al. [5] presented cryptographic algorithm based on public key as an one way function distribution. This 

technique enhances for encryption and decryption. The public key is generated and same is encoded as DNA sequence. They 

used control process and PCR extension to decode the agreed DNA sequence. 

 
Sherif T. Amin et al. [6] this technique uses a DNA cryptographic approach based symmetric key algorithm. The key in DNA 

sequences are obtained from genome and stored large DNA sequence in compact space. This approach has huge storing 

capabilities compared to other conventional cryptography algorithm.  

 

Guangzhao Cui et al. [7] this paper explains DNA coding, PCR amplification and DNA synthesis and encryption process. The 

PCR amplification two primers pair was used as key and does not design by sender and receiver. This encryption algorithm is 

used to increase security purpose. This method can be used to generate different cipher text, which can prevent fraud as PCR 

primers. This encryption scheme exhibits highly effective privacy. 

 

Lai Xin-she et al. [8] explained novel generation key scheme based on DNA cryptographic approach. This technique uses 

matrix operation to increase computational speed. They generated key expansion matrix M and generate encryption between 
two key using XOR operations. This paper uses the DNA sequence as a randomized database; reduce the computation and 

influence of matrix operation to the computed speed.  

 

Xing Wang, et al. [9] in this paper the author has applied new technique to work cryptography with DNA computing and RSA 

algorithm is used to connect with DNA computing to encrypt message efficiently. This paper introduced a new encryption 

algorithm combine with RSA algorithm. This new method of parallel computing is a new method of computation.  

 

Lai, XueJiaet al. [10] proposed DNA sequence as asymmetric encryption and signature method with DNA technology matrix 

is obtained for encoding the image. Divide the DNA sequence matrix into block and additional operation is performed 

between block. In this paper original image are jumbled by addition and complement operation, which generates a highly 

secure secret key of encryption algorithm. This algorithm resists exhaustive attack, statistical attack and differential attack.  

 
Deepak Kumar et al. [11] presented secret data writing using DNA sequence. Paper focused on DNA computing, DNA 

sequence, which provides large storage capacity and extraordinary information density. Author present encryption and 

decryption algorithm based on one time pad technique which ensures security on the data in DNA sequence. Steganography is 

used to hide message in double strand DNA sequence microdots. Author designed data hiding algorithm by using DNA 

sequence and traditional cryptography. This algorithm is very simple and efficient.  

 

Yunpeng Zhang et al. [12] proposed DNA cryptographic approach based on DNA digital coding and DNA fragment assembly. 

They provide high security analysis and prove that the algorithm has high confidential strength. This paper exhibits DNA 

technology based symmetric encryption algorithm. DNA technology has low energy consumption and high storage capacity.  

 

Wang Zhong et al. [13] proposed a new index based symmetric algorithm. This algorithm encrypts plain text using block 
cipher and index of string. Algorithm converts each character into ASCII code and according to the nucleotide sequence 

convert into DNA sequence. This algorithm stores position as a cipher text. The researchers have proved efficiency and time 

complexity of this algorithm through simulation and theoretical analysis.  

 

Tushar Mandge et al. [14] proposed DNA cryptographic approach based on matrix manipulation for making data much 

secure. They used mathematical manipulation and scrambling in cycles to make data non readable. XOR operation is 
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performed with the initial key. The benefit for this proposed algorithm is that it always generates different cipher text for same 

plain text and key. 

 

Monika Borda et al. [15] presented DNA secret writing techniques of bio molecular computation and different algorithm for 

cryptography and steganography. In this paper author used XOR operation, DNA chromosomes indexing for encoding 

message. Algorithm uses bioinformatics toolbox and not implementing laboratory experiments. 
 

Amritha Veetil. [16] Introduced a new encryption technique where the genetic operators crossover and mutation are used to 

encrypt messages, so as to protect the data during transmission. It provides a better encryption technique which is difficult for 

cryptanalysis. Frequent binary and decimal conversions increases strength of the method and provide high security. 

 

Fatma, [17] proposed a new DNA cryptographic algorithm which used the key features of DNA and amino acid coding to 

overcome limitations of the classical One Time Pad (OTP) cipher. A significant feature of the proposed algorithm is that; it is 

considered an encryption and hiding algorithm at the same time. The proposed algorithm also enhances the security level of 

OTP cipher. 

 

Poornima G, [18] proposed a use Genetic Algorithm which generates an asymmetric key pair which is entirely a new 

approach unlike the RSA and DES algorithms. It ensures a highly secure key which restricts an unauthorized user. 
 

Mohammadreza, [19] proposed a DNA cryptosystem concepts based on the classic Vigenere cipher. It demonstrates five steps 

to encrypt and decrypt binary information based on DNA cryptography. The proposed cryptosystems focus on the properties 

of DNA technology and probability theory. 

 

Mayank, [20] proposed a novel encryption algorithm is suggested based on “BI-SERIAL DNA ENCRYPTION ALGORITHM 

(BDEA)”, which is a bi-serial DNA architecture used to preserve information in a secure manner. This cryptographic approach 

concentrates on size of cipher text and works only with text data. This paper proposes an encryption scheme through the hex 

code generation and subsequent MD5 generation of original data to encrypt data for security. 

   

3. PROPOSED ALGORITHM: 
Implementation of proposed work: 

3.1 DNA Coding: 

Consider the alphabetical sequence of the DNA bases A, C, G and T and number them 0, 1 , 2 and 3. We construct a DNA 

encoding table such that: 

S. No DNA Bases Binary 

Conversion 

1 A 00 

2 C 01 

3 G 10 

4 T 11 

 

3.2 Encryption process: 

1. Data in the file in its ASCII form is converted into their corresponding binary form. 

2. Generate binary blocks of 8 bits each, by dividing the binary string into blocks of 8 bits each B1, B2, B3…….. Bn. 

Where, „n‟ is number of blocks generated. 

3. Produce a decimal key between the range 0011 to 1277, where the binary form of first three digits denotes the second 

parent for crossover and fourth digit represents the crossover point and mutation bit. 

4. Use binary form of first three digits and perform crossover for all the n blocks and the generated child blocks be C1, 

C2, C3 ……. Cn. 

5. Identify the left out block as L1, L2, L3….. Ln which will be later used for crossover in decryption process.  

6. Perform mutation on bit number denoted in key and generate M1, M2, M3 …….. Mn. 
7. Convert all the blocks into binary form, into ASCII form and then into its text equivalent. 

8. Convert the binary data along with the left out into its DNA sequence and store the result (encrypted data) in a file. 

 

3.3 Decryption process: 

1. Convert the encrypted DNA sequence file into its binary form. 

2. Generate binary blocks of 8 bits each B1, B2, B3…….. Bn. Where, „n‟ is number of blocks generated. 

3. Apply mutation for the bit number given in key and generate M1, M2, M3 …….. Mn. 
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4. Apply crossover with the left out blocks L1, L2, L3….. Ln to get the new child C1, C2, C3 ……. Cn. 

5. Convert this binary string to ASCII form and then into text file (decrypted data). 

  

4. EXPERIMENTAL RESULT OF PROPOSED ALGORITHM: 

4.1 Encryption: 

Step 1: Convert the ASCII into binary form. 

T I M E 
0 1 0 1 0 1 0 0 0 1 0 0 1 0 0 1 0 1 0 0 1 1 0 1 0 1 0 0 0 1 0 1 

 

Step 2: Generate blocks of 8 bits. 

T I M E 

0 1 0 1 0 1 0 0 0 1 0 0 1 0 0 1 0 1 0 0 1 1 0 1 0 1 0 0 0 1 0 1 

 

Step 3: Given default key = 0354, 035 represent the parent-2 and 4 represent the crossover point and mutation bit. 

Step 4: Perform crossover generate the child 

T I M E 

0 1 0 1 0 1 0 0 0 1 0 0 1 0 0 1 0 1 0 0 1 1 0 1 0 1 0 0 0 1 0 1 

0 0 1 0 0 0 1 1 0 0 1 0 0 0 1 1 0 0 1 0 0 0 1 1 0 0 1 0 0 0 1 1 

0 1 0 1 0 0 1 1 0 1 0 0 0 0 1 1 0 1 0 0 0 0 1 1 0 1 0 0 0 0 1 1 

 

Step 5: Identify the left out blocks to use for decryption as a DNA sequence 

0 0 1 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0 1 0 1 1 0 1 0 0 1 0 0 1 0 1 

A          G         C       A A          G        G        C A          G        T        C A         G         A         C 

 

Step 6: Perform mutation on 4th bit of every block 

0 1 0 0 0 0 1 1 0 1 0 1 0 0 1 1 0 1 0 1 0 0 1 1 0 1 0 1 0 0 1 1 

 

Step 7: Covert binary to ASCII form, and to text 

0 1 0 0 0 0 1 1 0 1 0 1 0 0 1 1 0 1 0 1 0 0 1 1 0 1 0 1 0 0 1 1 

  C       A        A       T   C        C       A        T   C       C        A        T   C        C        A       T 

 

The encrypted file consists {CAATAGCACCATAGGCCCATAGTCCCATAGAC} with key=0354 

 

4.2 Decryption: 

Step 1: Covert the DNA sequence into binary form applying DNA encoding. 

   C       A        A       T   C        C        A       T   C        C        A        T   C        C        A       T 
0 1 0 0 0 0 1 1 0 1 0 1 0 0 1 1 0 1 0 1 0 0 1 1 0 1 0 1 0 0 1 1 

 

Step 2: Generate blocks of 8 bits 

  C       A        A       T    C       C        A       T    C       C        A       T    C       C        A       T 

0 1 0 0 0 0 1 1 0 1 0 1 0 0 1 1 0 1 0 1 0 0 1 1 0 1 0 1 0 0 1 1 

 

Step 3: Perform mutation on 4th bit 

0 1 0 1 0 0 1 1 0 1 0 0 0 0 1 1 0 1 0 0 0 0 1 1 0 1 0 0 0 0 1 1 

 

Step 4: Perform crossover for each block with the corresponding left out as parent 2 

C S S S 

0 1 0 0 0 1 0 0 0 1 0 0 0 1 0 0 0 1 0 0 0 1 0 0 0 1 0 0 0 1 0 0 

0 0 1 0 0 1 0 0 0 0 1 0 1 0 0 1 0 0 1 0  1 0 1 0 0 1 0 0 1 0 1 

0 1 0 1 0 1 0 0 0 1 0 0 1 0 0 1 0 1 0 0 1 1 0 1 0 1 0 0 0 1 0 1 

 

Step 5:  

0 1 0 1 0 1 0 0 0 1 0 0 1 0 0 1 0 1 0 0 1 1 0 1 0 1 0 0 0 1 0 1 

T I M E 

 

4.3 Analysis: 

4.3.1 Algorithm validation: 
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The proposed algorithm encrypts the plaintext and decrypts the cipher text. Two different plain text is chosen to check the 

algorithm for its effectiveness. The results ensure data is sensitive to proposed algorithm. 

Key 1234 1234 

Plain text ENCRYPTION CRYPTOGRAPHY 

Cipher text 
CCGT CCGT CCGT CAGT CAGT 

CAGT CAGT CCGT CCGT CCGT 

CCGT CAGT CAGT CAGT CAGT 

CCGT CCGT CAGT CCGT CAGT 

Decrypt text ENCRYPTION CRYPTOGRAPHY 

 

4.3.2 Key sensitivity analysis 

Using the proposed algorithm with two different keys the sample plain text are tested for cryptography. The cipher text 

obtained seems to generate unpredictable DNA sequence for two different keys. Hence the proposed algorithm is sensitive to 
key used. 

Key 1234 0534 

Plain text ENCRYPTION ENCRYPTION 

Cipher text 
CCGT CCGT CCGT CAGT CAGT 

CAGT CAGT CCGT CCGT CCGT 

CCCC CCCC CCCC CACC CACC 

CACC CACC CCCC CCCC CCCC 

Decrypt text ENCRYPTION ENCRYPTION 

 

4.3.3 Data sensitivity analysis 

The proposed algorithm is tested for plain text with same key but slight change in plain text. The DNA sequence generated 

cannot predict the plain text since it depends on the genetic operators which are used for encryption and decryption. The 

cipher text is not easily detected by an unauthorized user. Hence the algorithm is sensitive to the plain text. 

       Key Plain text Cipher text 

1234 ENCRYPTION 
CCGT CCGT CCGT CAGT CAGT CAGT 

CAGT CCGT CCGT CCGT 

1234 ENCRYPDION 
CCGT CCGT CCGT CAGT CAGT CAGT 

CAGT CCGT CCGT CCGT 

1234 ENSRYPTION 
CCGT CCGT CAGT CAGT CAGT CAGT 

CAGT CCGT CCGT CCGT 

 

5. CONCLUSION: 

In today‟s world data loss through the illegal access is one of the most concerned issues. Providing security is on the prior ity 

list therefore a performance measure produced between traditional cryptography algorithm and genetic algorithm in order to 

validate genetic operators in the field of cryptography has been done [21]. The proposed method in this paper is simple and 

easy to implement in cryptographic system. The analysis shows that the algorithm is sensitive to key and plaintext. The 
proposed algorithm is very effective and efficient in encrypting, hiding, transmitting and preventing privacy attacks. This 

algorithm converts huge data into DNA sequence, which stores large message in compact volume which reduces time 

complexity. Crossover and mutation operators of genetic algorithm are used for cryptography which provides high security to 

the transmitted data. Since the data is first converted to its binary form, as future work the proposed system can be 

implemented for different types of data like text, image, audio or video.  
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