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AN ENHANCED SHORT TERM RE-IDENTIFICATION FOR ATM

WITH IMAGE STABILIZATION
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Abstract- There's an urgent want for making improvements to safety in banking region. With birth of Automatic Teller
Machines, banking became lots less difficult although with its possessing troubles of insecurity. Because of huge increase within
quantity of criminals and their activities, ATM has become insecure. ATM methods in these days use no more than an access
card and PIN for identity verification. Latest growth in biometric identification methods, including finger printing, retina
scanning, and facial realization has made a first-rate efforts to rescue hazardous predicament at ATM. This study seemed into
progress of a procedure that integrates facial recognition technological know-how into identity verification procedure used in
ATMs. An ATM model that's extra trustworthy in delivering protection with aid of making use of facial awareness program is
proposed. Progress of this sort of approach would serve to shield customers and economic associations alike from intruders and
identity thieves. This article proposes an automatic teller machine protection model that will minimize motion blur utilizing
STRA algorithm and further compare performance based on few parameters (False Negative, False Positive, and Accuracy). If
this technology becomes widely used, faces would be saved as well as PINs.
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. INTRODUCTION

Banks seek to reduce their infrastructure costs by shifting transactions of their customers to Automatic Teller Machines and
Internet websites. Economic clients particularly prefer Automatic Teller Machines for manual processing’s, such as cash credit
or cash debit. For these reasons, user experience at the ATM is a very important concern for the banks. One of the issues that
ATMs suffer from is card and cash forgetting, which is a surprisingly general situation. In card and cash forgetting, the user
forgets the card or cash after transaction, and leaves system. After a certain waiting period, these items will be swallowed by
the ATM, and the user has to go through a tedious and costly process to retrieve the card/cash or have the card reissued. In
this dissertation we describe how an ATM can adopt this behavior with the help of a camera-based system.

1.1 Biometric System

In area of Biometrics with common term utilized on the other hand to mention procedure. Because of trademark, quantifiable
biological also called anatomical and physiological or behavioral trademark that might be utilized for mechanized recognition.
Due to procedure it incorporates mechanized strategies for perceiving an individual in light of all above attributes. It is a
robotized strategy to extraordinarily distinguish people utilizing their behavioral or physiological qualities [2, 3].

Figure 1: Image resembling

1.1.1. Recognition in this innovation assumes a main part, recognition utilized as a part of the of biometric frameworks like
finger impression, facial recognition, identifying with their main function, common term how ever does not importantly infer
check nearest-set recognizable proof or 1D [3].
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1.1.2. Verification is job where biometric framework endeavors to check an persons guaranteed character through contrasting
a submitted test with single or all the large pasty selected formats [5]. Figure 1 demonstrates idea of recognition which is more
explained through photo underneath where main image resembles second picture [5].

1.1.3. Identification is job where biometric framework scans a database for a reference checking a match for submitted
biometric test; a test is gathered or contrasted with every one of layouts in database. On the off chance that it is nearest-set 1D,
submitted biometric is found not in register. In the event that it is open-set ID, submitted biometric test is not ensured to
present in database, framework figures out whether the sample exists or not. Below fig demonstrates procedure of ID proof. In
Automatic Teller Machine such an idea could be utilized to reinforce one utilized by Automatic Teller Machine being Card +
Password will permit user to get to users account data, as powerful as this may appear, in the event that somebody has entry to
two it will be anything but difficult to get your life savings[2]. Be that as it may if there is single thing user can't get hold of is
users face making this an invulnerable framework which won't require much preparing period.

@
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Figure 2: Identification Process
1.2 Analysis

e Fingerprint: human different pattern of fingers formed by uneven surfaces of ridges and valleys, it is very largely
utilized to date.

e Face Recognition: Utilization of infrared finder to catch a 3-Dimensionalstructure of humans cranial Physiognomy.

e Iris Recognition: Iris picture procedure is explanation iris with nearest infrared wave, which consume illuminated
image of iris without create problem or causing any discomfort to human.

e Hand/ Finger Geometry: A commercial biometric products that gain successful is Hand or Finger Geometry. A
human set his hand on a machine and framework capture an image of hand utilizing mirrors, image displays top and
side hand picture, and then find digits of hand and compares to those gathered at enrollment.

1.3 Facial Recognition

For utilization an Automatic Teller Machine with this framework, all user require is walk to Automatic Teller Machine.
Automatic Teller Machine digital camera is on full day, and its framework will consequently start a this process, at whatever
point PC locate a person face in camera require an image of users face, PC looks at picture of client face to picture of
authorized clients in its database. If users face matches image of in database you are naturally perceived by machine. A photo
may be clarified as a 2D attribute(x, ¥} where x and y are spatial coordinates X,y is known as power of picture by then.
Whenever x.¥ and amplitude of 'f' are limited, discrete quantities, user call picture a digital picture. Interest in digital picture
fields: upgrade of graphical data for person translation: and representation for autonomous device discernment. All procedure
of picture procedure and beginning from getting of visual data to giving out of portrayal of scene, might be categorized into 3
principle levels those are likewise accepted as fundamental sub locations.

Il. LITREATURE SURVEY

Timo Ahonen et al. give Face explanation with Local Binary Patterns: Face Recognition Application. This article introduces a
novel and productive facial picture representation in light of LBP(Local Binary Pattern) surface parameters.J. K. Suhret. al.,
violations identified with ATMs have expanded as an aftereffect of late prevalence in gadgets. A standout amongst most down
to earth approaches for averting such fraud is establishment of cameras in Automated Teller Machines to catch facial pictures
of clients for follow-up hacker’s examinations.Sajid | et al. presented a High performance FPGA based Face recognition
system, where they used fixed point technique with software hardware co-design methodology which reduces cycle and
provides the flexibility in face recognition.. Aru et al. designed an ATM safety model that would merge a manual access card,
PIN, and face recognition to increase reliability of ATM transactions [2]. Peter et al. presented a face verification based
method to improve ATM security [3].

I1l. PROBLEM STATEMENT

CCF is a common and expensive problem in ATM operative units. Retraction and recovery of cash or card might span from
hours to days. If card of a person is retracted user might be affected in severe ways. Short term re-identification proposed by
GuneyKayimet. al. reduces retraction process in some cases by identifying returning users. In cases where face profile is not
clear due to motion blur false negatives increase as motion blur affects effectiveness of the algorithm used for matching user
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details. Further, many ATM outlets have multiple machines installed in those cases algorithm was not evaluated. Resolving
these 2 problems can increase the effectiveness of STRA by good margins.

1V. PROPOSED WORK

Image captured during transaction is used for identification of returning user if card/cash belongs to the returning user or not.
Guney Kayimet. al. have proposed STRA framework to identify if a user returning after CCF is actual user who forgot to
collect card or cash or not. The solution mentioned can further be improved with motion blur removal. We propose using
convolution algorithms to remove motion blur from the images before matching user's demographics to compare if returning
user owns the cash/card or not removing blur would help in improved results for identification and reduced faults.

We will conduct our research in following steps:

« Study Short term reidentification for ATM users

« Implement STRA using image processing in octave.

» Implement motion blur removal algorithm

» Merge motion blur removal and STRA for improved results

» Compare proposed technique with existing technique
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Figure 3 : Flow chart

V. CONCLUSION

We for this reason design an ATM model that's more dependable in providing safety with aid of utilizing STAR algorithm.
With aid of keeping time elapsed within verification approach to a negligible amount we even try to examine the performance
of proposed algorithm with performance algorithm. Biometrics as approach of identifying and authenticating account owners
at Automated Teller Machines offers need and much expected strategy to obstacle of unlawful transactions. On this paper,
now we have tried to proffer an option to much dreaded problem of fraudulent transactions by means of Automated Teller
Machine by way of biometrics. Accordingly, it eliminates instances of unlawful transactions on the ATM facets without
abilities of the authentic owner. Using a biometric feature for identification is strong and it is additional fortified when an extra
is used at authentication degree.
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