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PROSPECTS TOWARDS PROTECTING
PUBLICLY ACCESSED COMPUTER
SYSTEMS FROM INTENTIONAL EMI
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ABSTRACT: - This paper introduces electromagnetic compatibility (EMC) as an integral process needed for the
design of devices that are used in the operation of the Smart Grid. The report examines EMC issues for Smart Grid
equipment on both the electric power system delivery and the power customer sides of the Smart Grid meter and
summarizes recommendations for EMC standards. It is intended as a guide to apply documented EMC principles to
better ensure the operation and interoperabilityl of the Smart Grid in its intended electromagnetic (EM) environments.
The general recommendations that follow come from the analysis of Smart Grid issues and standards. The reliable
delivery of electric power to customers is the most obvious measure of how well a power grid is performing. The
Smart Grid has the potential to improve the reliability of power delivery in many ways. But due to its increased
complexity and reliance on technologies not previously incorporated into the grid, the Smart Grid also may be
susceptible to factors that can negatively impact the reliability of power delivery. Some of these factors result from
electromagnetic interference (EMI). EMC is defined as “the capability of electrical and electronic systems, equipment,
and devices to operate in their intended electromagnetic environment within a defined margin of safety, and at design
levels of performance without suffering or causing unacceptable degradation as a result of electromagnetic
interference.” So for a device, equipment, or system to be compatible it must be immune (or at least tolerant) to the EM
disturbances that exist in its environment and not introduce additional disturbances. This implies that it will coexist and
interoperate as designed with other systems in its environment.
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l. INTRODUCTION

EMC may also be a factor in functional safety depending on the consequences of a failure due to electromagnetic
interference (EMI). A high degree of EMC minimizes possible safety and performance failures due to EMI. EMC is also
related to electric power quality in terms of the level of certain EM disturbances that may exist in the environment. Many of
the interference phenomena or disturbances discussed in this paper can be related to power quality (i.e. power line
harmonics, voltage surge, etc.). However, other than to recommend good installation and suppression practices, the EMII
WG did not address the cause or control of these power quality issues, concentrating instead on the immunity requirements
needed to be compatible with a given level of EM disturbances.

Smart Grid devices (e.g. microprocessor—based systems, communications devices, plug-in electric vehicle chargers, etc.)
may also generate incidental electromagnetic emissions that could cause harmful interference to nearby electronic devices.
The allowable emissions are limited by various national and international authorities at sufficiently low levels to minimize
possible interference to other systems. Many of these regulations are based on consensus standards developed by Standards
Development Organizations (SDOs) like ANSI [2], IEEE [3] and IEC/CISPR [4]. Hence, with the assumption that all
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electronic equipment will meet regulatory emissions limits, the scope of this paper includes only the immunity of Smart Grid
systems and devices to the possible external electromagnetic interference impinging on this equipment.

In addition, the electromagnetic environments resulting from communications devices, and from typical transmitters in
common use and not a part of Smart Grid devices and power customers, are assumed to generate EM fields well below
human exposure limits that protect against adverse effects in humans. These limits, in terms of electric and magnetic field
strength and power density, ensure that the exposure does not exceed the basic restrictions on which contemporary radio
frequency safety standards. These standards are stated in terms of specific absorption rate (SAR), the rate of energy absorbed
into human tissue per unit mass. Hence possible electromagnetic hazards to humans are not within the scope of this report.
The focus remains on the electromagnetic immunity of Smart Grid devices and the Smart Grid infrastructure.

1. RESEARCH OBJECTIVES - ELECTROMAGNETIC COMPATIBILITY AND THE SMART GRID

EMC must be considered to ensure continuous reliable real time operation in the many locations where the Smart Grid
equipment will operate. Components and devices in the Smart Grid system are subjected to a wide range of conducted and
radiated noise sources that are disruptive to all electronic systems (Smart Grid systems included). These sources can be
categorized as follows:

. Conducted noise from such sources as power line harmonics, surge (from lightning and power system switching
transients), and fast transients/bursts (interruption of inductive dc circuits)

. Radiated noise or signals from known transmitters (AM, FM, and TV broadcast transmitters, communications
radios, wireless devices, etc.)

. High power events such as geomagnetic storms, intentional EM interference (IEMI) from portable transmitters,
and EM pulses associated with high altitude nuclear detonation (HEMP).

. Electrostatic discharge events when a statically charged body (human or inert) comes in contact with a Smart Grid
device.

Presently, for most equipment sold in Nepal and her surrounding states, there is no regulatory mandate that a manufacturer’s
product meet any immunity specification as immunity is considered a quality issue. Hence immunity considerations are left
to the manufacturer and the purchaser to determine how much immunity is needed to work properly and to avoid recalls or
in-field repairs. Thus many electric utilities include specific requirements in their purchase specifications for equipment such
as protective relays, power station and substation apparatus, and kilowatt-hour meters (including Smart Meters). This is done
by requiring compliance with specific IEEE, ANSI, or IEC standards. As a result, most manufacturers of products for the
electric utility industry design them to meet specific standards — such as the IEEE C37.90 series for protective relays [10, 11,
12, 13], IEEE 1613 for communications networking devices [14], and ANSI C12.1 for kilowatt-hour meters, including Smart
Meters [15]. The situation is different in other countries; they require products to meet the EMC Directive 2004/108/EC
[16]. This directive requires both emissions and immunity conformance. Meeting harmonized standards [17] presumes
compliance to the EMC Directive although other means of demonstrating such conformity are permitted. In general,
manufacturers address specific EMC requirements for each country or region in their intended market.

11. RECOMMENDATIONS FOR EMC STANDARDS AND TESTING

A prerequisite for achieving electromagnetic compatibility between an electronic device and the electromagnetic
environment and events that may cause interference is to quantify the environment. A clear understanding of the possible
interference phenomena is necessary to design the most cost-effective device that is immune to the interference. However, it
is difficult to determine the actual environment in every location the device may be installed so a “typical” or in some critical
situations a “worst case” picture of the interference potential may have to guide the design. The starting point, therefore, is to
determine if current EMC standards are adequate for the Smart Grid was to define the electromagnetic environments where
Smart Grid devices may be installed. The result details a list of distinct environments that span the electric power grid from
bulk generation to residential use. These environments each have particular characteristics that may warrant specific
equipment design features in order to meet EMC requirements. Sources of possible interference in each of these
environments are identified and several applicable EMC standards that may address the interference to Smart Grid devices
are presented.

The EM environments at customer locations (residential, commercial, and industrial), are highly variable and, in many
instances, they are unpredictable too. These environments may contain any number of interference sources in various
densities and intensities ranging from very low in a remote single family home (for example) to extremely noisy in a dense
industrial location (similar to a power substation). One method to characterize these locations is to assemble an inventory of
known interference sources and map the expected intensity at a Electromagnetic Compatibility and Smart Grid
Interoperability Issues “typical” residential, commercial, or industrial location. The electromagnetic environments within the
electric utility system (generation, distribution, substations, etc.), while more severe than the customer locations, are
generally more predictable and better quantified. However, the information in IEC/TR 61000-2-5 ed.2 [19] does not
generally apply to electric utility environments (except possibly some of the industrial environments wherein utility control
facilities may be located) so applicable product EMC standards intended for these locations were examined directly.
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If a Smart Grid device is to be installed at more than one of these environments, a decision has to be made as to which
environment is the most likely. Investigation of the noise source levels in the industrial environment generally indicate the
highest level of potential interference to Smart Grid devices and require a corresponding high level of immunity and test
levels. If however, the likelihood is far greater that the device will be located in the residential and/or commercial
environment, then the highest immunity level may not be appropriate. It is also noted that expected level of interference in
IEC/TR 61000-2-5 [19] may be the same for two of the three environments. This, of course, reduces the number of possible
immunity test levels to select and thus implies that the two environments are similar for those particular RF phenomena. If
on the other hand, the Smart Grid device or system is installed in all locations, then it must be designed to withstand the most
severe environments (e.g. power substation).

Lightning is a common event that effects local sections of the grid but can strike anywhere. The installation of proper
grounding, surge protection, and equipment designed to tolerate moderate levels of electrical surges are all necessary to
protect equipment against lightning events. Some events plague large areas of the power grid simultaneously such as
geomagnetic storms or high power pulses.

IEMI is a more localized (and more likely) threat that can also cause serious problems to unprotected facilities. The technical
basis for providing a level of immunity to these events is discussed in Appendix B along with standards development
organizations currently addressing these high power events.

The EMII WG firmly believes that the first level of HPEM protection begins with a solid EMC program and robust Smart
Grid immunity to the typical EM interference events. The application of protective measures for high power events then
builds on the immunity at the equipment level. The EMII WG recommends that the standards cited in Appendix B be
considered when selecting equipment for critical Smart Grid applications. Ultimately, protecting the electric grid from these
high power events requires a coordinated effort between the utilities, regulators, and policy makers. That discussion is
beyond the scope of this report. The decision is up to the manufacturer and those that specify requirements such as electric
power utilities or regulators. Once the immunity requirements are set, the manufacturer can then design and test to those
levels. These requirements and associated performance criteria may also form the basis for a possible immunity compliance
testing program performed by certified manufacturers or third party test/compliance laboratories.

V. WORK DETAIL & RECOMMENDATIONS

Based on the above arguments, we recommend that all Smart Grid equipment should be designed to ensure electromagnetic
compatibility to its intended operational environment and, in particular, immunity to electromagnetic interference. This can
be accomplished by the following:

1. Manufacturers should design Smart Grid products for EM immunity to at least the disturbance levels in IEC
61000-2-5 [19] for customer environments.

2. Manufacturers should design equipment for electric power utility environments to levels specified by the IEEE
C37.90 [10 - 13] series for protective relays, ANSI C12.1 [15] for kilowatt-hour meters and IEEE 1613 for communications
networking devices. Immunity tests in IEC 61850-3

3. Devices must be designed to meet emissions requirements as per national regulations (e.g. FCC or EU).

4. Adequate EMC should be verified by testing using established IEEE, IEC, or other standard test methods. The
testing may be accomplished by the manufacturer or, if appropriate, by an accredited third-party test laboratory.

5. For installations on the customer side of the Smart Meter, reduce adverse EM exposure by appropriate installation
practices and suppression of disturbance levels.

There are likely to be EM interference and compatibility issues to be addressed as new technology and systems are
introduced into the Smart Grid. Many of these EMC issues may be addressed through an update of established IEEE, IEC, or
other standards while others may require new standards specifically tailored to the technology and the application. This is, of
course, the primary task of SDOs. The IEEE and IEC have both organized working groups to provide guidance to their
various EMC committees with regards to Smart Grid standards. The SGIP and the EMII WG are in a unique position to track
the development of Smart Grid technology and progression of EMC standards, and to provide a forum for all the
stakeholders to address possible EMC issues and recommend further standards development.
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V. RESULTS AND DISCUSSION

The steady growth and changes to Smart Grid technology will necessitate a dynamic strategy to maintain EMC and reliable
operation. All players in the Smart Grid (manufacturers, utilities, standards development organizations, government, and
customers) have a role in maintaining a robust and reliable grid control system. The following identifies actions in these
entities:

1. Manufacturers: design and test products to demonstrate EM immunity per specific standards.

2. Utilities: Continue to specify that components for the smart grid meet the EMC requirements in specific standards.
Utilities may require additional compliance testing.

3. Electric power customers (especially commercial and industrial): Practice good installation procedures and specify
products that have good EMC design.

4. SDOs: Continue to develop and update EMC standards where found necessary to reflect the progress in
technology and the Smart Grid electromagnetic environments.

5. Government: Evaluate national policies and priorities for protection of the electric power infrastructure from
electromagnetic interference, especially high-power events like HEMP, IEMI, and geomagnetic storms.

The only way to know how well a device will perform in the presence of electromagnetic interference is to expose the device
to similar phenomena in a controlled test. Conformity to any particular EMC standard should be verified through testing by
the manufacturer at the design and development stage and/or later using production samples. These tests should be
performed in accredited laboratories (either in-house by the manufacturer/utilities or by third-party test laboratories). In
addition a quality program should be applied based on the competency of laboratories to determine if Smart Grid devices are
compliant. Adherence to ISO/IEC 17025 [26] (with specific additional requirements for Smart Grid application) is a well-
recognized method to show test laboratory competency. However this does not preclude the use of test labs, including those
of the manufacturer/utility, that are not compliant with ISO/IEC 17025.

Electromagnetic compatibility and electromagnetic immunity are topics that affect the entire operation of the grid and as
such the work described in this document is complementary to many other efforts within the SGIP. For example, the Home-
to-Grid (H2G) Domain Expert Working Group (DEWG) has clearly identified the need for electromagnetic compatibility in
SG devices used in the home environment as described in the H2G DEWG report (Electromagnetic Compatibility (EMC)
Issues for Home-to-Grid Devices). It should be noted that an installation guidance document is also part of H2G activity in
cooperation with the Consumer Electronics Association [27]. They provide information on electrical installation techniques
that will reduce the exposure of consumer electronic equipment to power line surge and other sources of interference.

VI. CONCLUSION

This paper provides recommendations to improve the ability of Smart Grid devices to interoperate as intended and survive
the electromagnetic environment that exists in such locations as those associated with residential, commercial and industrial
environments. It is important that EMC be designed into all components/devices that comprise the Smart Grid control
system so that reliability is better assured. There is no guarantee that all Smart Grid devices will tolerate all such EMC
environments, but without taking into consideration EMC the probability of the system failing to operate as intended
increases significantly. Good EMC practices combined with the EMC design test levels indicated in this report and the
referenced standards should be used to significantly increase the probability that the Smart Grid system will work and
withstand the disturbances caused by the EM environment.
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