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Abstract-  In this research an analysis of Session Initiation Protocol (SIP) is performed. SIP is a widespread Voice
over IP (VoIP). Packet capture of volatile stream VoIP data and its analysis is carried out in order to investigate for
identifying suspicious caller. The simulation was done on real time attack scenario and the findings were
encouraging. It proves that, if appropriate forensic investigation steps are applied, potential evidences can be
obtained. The type of end point user, equipment of the internal users, third party applications, the virtual private
network and the software that are used to build reliable information are discussed. [1] On the other hand the virtual
private network IP address of the suspicious attacker is identified even during the presence of VoIP services.
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I. INTRODUCTION

The convergence of multimedia and data networks has resulted in increased network related crimes. Real-time
feature of voice calling is required on the network for certain applications. VoIP is sensitive to the latency and
jitter properties of the network due to which the users quickly perceive such problems and raise trouble tickets
when they experience them. [2] The web server transactions and email traffic have a comparatively higher
tolerance for latency and jitter. To manage the additional complexity of VoIP effectively, deployments offer
significant benefits to IT personnel by:-

Trouble ticket reduction & Maintaining a higher level of user satisfaction.

A comprehensive management strategy requires alignment along with organizational processes and
consistency in managing the entire application’s delivery lifecycle. Some of the examples include detailed plans
for deployment, troubleshooting, network maintenance and upgrades. [4] Implementing the process in each part
of the lifecycle is the use of the management tools that aid in planning, managing and troubleshooting enterprise
networks.

II. BACKGROUND STUDY

The two type of telephone systems - VoIP & PSTN [3] are considered for this paper and mentioned in this
section.

Voice over Internet Protocol (VolP)

VoIP is applied for delivering multimedia & voice sessions over Internet Protocol. Here, voice signals are
converted into digital signals that makes them transferable over Internet Protocol. The analog call is converted
into digital. The digitized call is compressed and translated into IP packets for transmission over IP network. [5]
It is packet switched, meaning that the signals are divided into packets, which travel via dynamic routing up to
the sink. The greatest benefit of this property is that bandwidth efficiency is greatly enhanced as compared to
circuit switching. VoIP service begins with calls between two parties on separate computers. The most popular
ones are as follows:-
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Scenariol: PC < PC

Users connect to an IP network through a computer in this scenario. It has become very popular over the last
years due to introduction of applications like Skype, Messenger etc. Many VoIP providers offer their services
free of charge within its own network for personal use & in gaming industry. This scenario is referred to as
VoIP, which will not be the covered in this paper.

Scenario 2:  IP phone < IP

Phone works the same way as scenario 1, but unlike it, the users need special IP phones. For the previous
scenario, VoIP providers often offer service free of charge within their own network. When individuals and
enterprises purchase VoIP service from providers, it is known as managed VoIP. Managed VoIP will be
examined in this paper. Reliable telecommunication service i.e. QoS is expected. The service provider will
provide the equipment, software etc.

Scenario 3: IP phone/PC < PSTN

After the success of both previous scenarios, VoIP providers started allowing calls between the two phone
systems where the information travels through the network using VoIP until the end where it is transferred into
PSTN via a VoIP < PSTN gateway. Hence, VoIP providers can offer phone calls at a lower price and at a long
distance. [6] There are other scenarios available e.g. [P <> PSTN « IP, PSTN «> [P <> PSTN and some other
variants of these scenarios. [7] But situations rarely require any other setup than those mentioned above.

Packets are buffered and
delayed at the Receiver.

A G T11 packet sent Facket jitter and drops
avery 20 ms
The jitter buffer releases
a G.711 packet every 20 ms

Fig.1 How VOIP Packets Work

Session Initiation Protocol (SIP)

SIP is a peer-peer signaling protocol for VoIP. It is developed by the IETF MMUSIC Working Group and
defined in RFC 2543. [8] It is a proposed standard for following:-

Initiating,

Modifying, and

Terminating an interactive user sessions.

It involves multimedia elements such as video, voice, IMs, online games and virtual reality.

This protocol requires a simple core network with intelligence embedded in endpoints. Therefore, it is highly
scalable. [9] It closely resembles HTTP and SMTP and hence SIP sits comfortably alongside Internet
applications.

SIP-Allied Protocols

SIP interoperates with:

SDP: To describe the payload of message content and characteristics
SAP: for advertising multimedia session via multicast

RSVP: To reserve network resources for providing QoS
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RTP: For real-time transmission

RTSP: for controlling delivery of streaming media
RADIUS: For authentication

LDAP: For location discovery.

Real Time Protocol (RTP)

Multimedia services like audio and video require RTP to communicate. RTP provides the necessary end-to-end
conversation requirements for time critical data transmission. RTP and RTCP protocols were designed to run
independently over the transport and network layers. [10] RTP often runs in unison with the User Datagram
Protocol (UDP). A RTP packet comprises of a sequence number that allows the receiver to rebuild the data that
the sender has sent in the apt order.
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Fig.2 RTP Packet Format

Codec

A codec, which stands for en-coder and decoder, converts an audio stream into compressed digital stream for
transmission over network and vice-a-versa for reply. This is the main concept behind the VoIP. [11] It converts
each pulse sample into digitized data and reduces its size using compression algorithm for transmission.

III.  ANALYSIS METHOD

VoIP based communication analysis of x-lite VoIP application in wireshark.

Step 1:  Open x-lite application
6 Availahieiv h h
C SRS

“Err,er name or number ~ H call |

~ Family (0}

“ Friends (2)
johnghosts
shah ghost

~ Work (0)

Fig.3  x-lite Applications
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Step 2:  Start calling for conversation

Sofiphone  Wiew Contacts Help

HEERSRE

| Enter name or number

Calling

shah ghost
Softphone: shah ghost@ABC

Fig. 4 Calling shah ghost

Step 3:  Wireshark will start showing the captured SIP packets with calling "shahghost”

Eile Edit View Go Capture Analyze Statistics Te\ephunl Tools Internals Help

Bugee PEXRE A¢esaTL(EE Qe @D% % B
Filte v | Expression.. Clear Apply Save

P

Destination Length Info

No. Time Source

& Frame 4323: 963 bytes on wire (7704 bits), 963 bytes captured (7704 bits) on interface 0
# Ethernet II, src: f8:b1:56:99:42:78 (f8:b1:56:99:42:78), Dst: AewinTec_3a:34:80 (00:0d:48:3a:34:80)

® User Datagram Protcu:nﬂ, Src Port: 57918 (5?515) Dst Port: sp (5060)
& Session Initiation Protocol (INVITE)

Fig.5  SIP Protocol Packets

Step 4:  To understand SIP packets analysis, select Statistic Flow Graph in the menu bar. This is the resulting
flow diagram of the communication.
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Time

81565051000
81.567145000
85.565690000
85.567775000
87.183737000
87.185790000
93.566039000
93.568153000
1098.567562000
108.562693000
286.774345000
286.920385000
286.921836000
287.022046000
287.167392000
287.179398000
295.001287000

182.168.9.13 109.238.17.166
183.82.100.59 Comment

SIP/SDP: Request INVITE sipsshah$620ghost@ABC |, with 5
IChAP- Destination unreachable {Port unreachable)
SIP/SDP: Request INVITE sipsshah3620ghost@ABC |, with 5
IChAP- Destination unreachable {Port unreachable)

SIP/SDP: Request INVITE sipshah20ghost@ABC |, with ¢
M P Destinstion unrezchable {Port unreachable)

IP/SDP: Request INVITE sipshahS:20ghost@ABC | . with 3
M P Destinstion unreschable {Port unreschable)

SIP/SDP: Reguest INVITE sipshah20ghost@ABC | . with ¢
IChP- Destination unreachable {Port unreachable)

SIP: Request REGISTER siprsipvoipvoiceit5060  (fetch bing
SIP- Stztus 100 Trying (0 bindings) |

SIP: Stetus 401 Unauthorized (0 bindings) |

SIP: Request REGISTER siprsipvoipvoiceit5060  (fetch bing
SIP: Status: 100 Trying (0 bindings) |

SIP: Stetus 403 Wrong login or password {0 bindings) |

: ; SIP/SDP: Request INVITE sipishah®%20ghost@ABC | | with ¢
4 j 3| | ¢ >

Fig. 6  Graphical View of Conversation

Step 5:  The call list or call summary in VoIP bar is shown in this figure

Detected 7 VolP Calls, Selected 0 Calls,

Start Time « Stop Time 1 Initial Speaker 4 From 1 Te 4 Protocol 4 Packets 4 State 4 Comments
8.034342 39.333226  192.168.9.13 "john ghost"<sipijohnghe "shah ghost"<sipishah %21 SIP 7 CALLSETUP
53.682474 87.183737 192.168.9.13 "john ghost"<sipijohnghe "shah ghost"<sipishah %21 SIP 7 CALLSETUP
78.066806 109.567562  192.168.9.13 "john ghost"<sipjohnghe "shah ghost"<sip:shah %21 SIP 7 CALLSETUP
o o T T e e Rl i
350.491471 390.992827 192.168.9.13 "john ghost"«sipsjohnghao "shah ghost"<sip:shah%2i SIP 7 CALLSETUP
1892.341618 1923.842336  192.168.9.13 "john ghost" <sip;johngho <sip:darsh123@183.82.100 SIP 7 CALLSETUP
1917.881922 1949382234 192.168.9.13 "jehn ghost" <sip:jehngho < sip:+919386836498@183, SIP 7 CALLSETUP

£
Total: Calls: 7 5Start packets: 0 Completed calls: 0 Rejected calls: 0
Fig.7  VolIP Calls Table
Step 6: In the final stage of packet content analysis, mail id of users & application usage for VolP

communication and related IP addresses can be gathered.
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Stream Content

s1p:shal ghos /2.0

ia: SIP/2.0/UDP 192.168.9.13:57918; branch=z9hG4bK-d8754z-3f40bb3f6cez27d27-1---
8754z-;rport

ax-Forwards: 70

ontact: <sip:johnghost190@192.168.9.13:57918>

o: "shah ghost"<sip:shah%20ghost@ABC>

rom: "john ghost"<sip:johnghost190@183.82.100. 59>; tag=edal3251

all-ID: MzM1ZGEYNJNIZTYxYWVmODFmMZGRJOTE4AN]Q3ZDFhoTk

Seqg: 1 INVITE

Min-SE: 90

allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, NOTIFY, MESSAGE, SUBSCRIBE, INFO
content-Type: application/sdp

Supported: timer, replaces

User-agent: X-Lite release 4.5.5 stamp 71236

Content-Length: 304

Fig. 8  SIP Packet Analysis
IV. RESULTS FROM APPLIED METHOD

The flow diagram gives overview of messages transmitted between the caller and the called. The destination
phone does not appear in the graph shown because; there is an intermediate server in between the end users. The
packet capture and content inside those packets on the server side are missing.

The caller cannot be viewed from the receiver or client side. All transactions between caller and called can be
observed on the intermediate server with NAFT tools. Analysis of log files and packet capture can be done. So,
this graph gives the capture of transmitted packets between the source and the SIP server.

192.168.9.13= X-Lite Client
183.82.100.59 = SIP server

The process is further divided into following four parts for understanding complete scenario, Three-way
handshake and Authentication process.

Client sending "INVITE" to the server as destination for permitting to talk with

the "shah@20ghost@ABC" representing called in this scenario, which can be reached through the domain
server named sip16.youroute.net.

Server responds by sending "STATUS" packet with code "100". This is to acknowledge against the
INVITE request and state that there is another action that has to be executed first, before calling the

destination number. Here in this scenario RADIUS protocol is used for contacting the authentication
server.

Server replied a "STATUS" message to the caller with the code "401". The meaning of this is that, the
caller has to send its registration information. In fact, first time the server rejects the first call from the

caller in order to ask the caller to authenticate first. The "401" response contains the "challenge" for the
digest authentication.

Client responds with the request "ACK" message to acknowledge the authorization message received from
the connected SIP server which chosen for the first transmission.

V. FUTURE WORK

Automated SIP packet analysis technique can be developed. More sound results can be achieved by monitoring
the intermediate servers. Logs can be maintained and analyzed for detecting the VoIP call transmissions.

VI. CONCLUSION

After forensic analysis of all network processes, VOIP analysis is carried out by using Colasoft Capsa, Wireshark
and Cascade Pilot software. For the attack, Linux platform is used in which many different types of techniques
like Ettercap, SET, Scripts etc. are available. In the output of live detection IP address, MAC address, Packet
analysis, conversation between IP & MAC address etc. are found. In the VOIP analysis, conversation & session
between two users & analysis of VOIP packet or Graphical view are also found.
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