
Computer Engineering 
Maharashtra Institute of Technology 

Pune, India 

Computer Engineering 
Maharashtra Institute of Technology 

Pune, India 

Computer Engineering 
Maharashtra Institute of Technology 

Pune, India 

1.1 ONLINE BANKING  
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1.2 TYPES OF CYBER ATTACK OR THREATS FOR ONLINE BANKING 

Denial-of-Service Attack

Spoofing

Phishing

Trojan Horses

Probing

DDoS

1.3 TYPES OF DETECTION STRATEGIES FOR ONLINE BANKING 

Digital Certificates  

Password encryption  
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Virtual Keyboard  

Secured Socket Layer  

SMS Alerts  
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2.1 PHISHING TYPES 

Phishing 

Spear phishing 

Clone phishing 

Whaling
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2.2 PHISHING CLASSIFICATION 

2.3 PHISHING TECHNIQUES 

Web Spoofing  

E-mail spoofing  

2.4 PHISHING PROCESS 
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2.5 ANTI PHISHING TECHNIQUES 
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2.6 APPROACHES FOR ANTI-PHISHING 

Detect and block the phishing Web sites in time: 

Enhance the security of the web sites:  

Block the phishing e-mails by various spam filters:  
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Install online anti-phishing software in user’s computers:

Network and Information Security in the Finance Sector
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