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Abstract- The main reason for the development of digital watermarking research is the endeavor for coming up with
innovations to protect intellectual properties of the digital world. Digital watermarking is the process that embeds data
called a watermark into a multimedia object such that watermark can be detected or extracted later to make an assertion
about the object. It may be visible or invisible. In this paper we have proposed a hybrid model using optimization for
multimedia security in which the embedding and extracting algorithms of watermarking is done with the combination of
GA-HBO based optimization techniques with hash partitioning for watermarking. The proposed technique is
implemented over the MATLAB.
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1. INTRODUCTION

Today’s large demand of internet applications requires data to be transmitted in a secure manner. Data transmission
in public communication system is not secure because of interception and improper manipulation by eavesdropper.
So the attractive solution for this problem is Watermarking, which is the art and science of writing hidden messages
in such a way that no one, apart from the sender and intend recipient, suspects the existence of the message, a form
of security through obscurity.

With the tremendous use of World Wide Web, authors of digital media can easily distribute their works by making
them available on Web pages or other public assembly. To overcome the problems of piracy, one method is to
embed additional information in terms of image, text, etc and only distribute the media that contains this additional
information [1]. This embedded data which is in terms of information about the media, author, copyright or license
information is termed as watermark.

Watermark is an open problem that aimed to one goal. This goal is how to insert [error/mark/evidence so on]
associated with a secret key known only by the data owner In order to prove the ownership of the data without
lossless of its quality. In, general watermark is small, hidden perturbations in the database used as an evidence of its
origin. Inserting mark into original data used to demonstrate the ownership. Watermark should not significantly
affect the quality of original data and should not be able to destroy easily. The goal is to identify pirated copies of
original data.

Digital watermarking is the process of embedding information into a digital signal which may be used to verify its

authenticity or the identity of its owners, in the same manner as paper bearing a watermark. For visible
identification. The process of watermarking involves the modification of the original multimedia data to embed a

http://dx.doi.org/10.21172/1.71.081 560 Vol 7 issue 1 May 2016



International Journal of Latest Trends in Engineering and Technology (IJLTET) ISSN: 2278-621X

watermark containing key information such as authentication or copyright codes. In digital watermarking, the signal
may be audio, pictures, or video. If the signal is copied, then the information also is carried in the copy [21]. A
signal may carry several different watermarks at the same time.

Original Image Watermark Image with
Watermark
Figure 1. Original Image and Watermarked Image

II. MULTIMEDIA AND MULTIMEDIA SECURITY

Multimedia is a combination of the following media: text, still images, audio data, animation, and video. Multimedia
security in general is a method or a set of methods used to protect the multimedia content. These methods are heavily
based on cryptography and they enable either communication security, or security against piracy (DRM security), or
both.

Due to the recent developments in computer networking technology, distribution of digital multimedia content
through the internet is enormous. However, the increased number of digital documents, multimedia processing tools,
and the worldwide availability of Internet access has created a very suitable medium for copyright fraud and
uncontrollable distribution of multimedia content. A major requirement now is to protect the intellectual property of
multimedia content in multimedia networks.

Digital images, video, and audio have revolutionized in the way of largely stored, manipulated, and transmitted. It
gives rise to a wide range of applications in electronics, entertainment and media industry [7]. Creative ways of
storing, accessing and distributing data have generated lots of benefits into the digital multimedia field. However,
these benefits brought with concomitant risks of data piracy. One of the solutions to provide security in copyright
protection is digital watermarking which embeds special marks into a host image. There are many aspects to be
noticed in watermarking design, for example, imperceptibility, security, capacity and robustness. Many researchers
have been focusing on security and robustness, but rarely on the watermarking capacity [5, 58]. Indeed, both security
and robustness are important because the watermark images are expected to be indelible and unperceivable.
Nevertheless, if a large watermark image can be embedded into a host image, the application becomes more flexible
in many areas.

III. LITERATURE REVIEW

The technique used to hide a small amount of digital data in a digital signal in such a way that it can“t be detected by
a standard playback device or viewer. In Digital Watermarking, an indelible and invisible ‘message’ is embedded
into both the image and the audio track of the motion picture as it passes through the server. According to R. Agarwal,
piracy of digital assets such as image, video, audio and text can be protected by inserting a digital watermark into the
data thus providing a promising way to protect digital data from illicit copying and manipulation [7]. After embedding
the watermark, the data and watermark are in-separable.

This paper [2] provides an introduction of Genetic Algorithm, its basic functionality. The basic functionality of
Genetic Algorithm includes various steps such as selection, crossover, and mutation. This paper also focuses on the
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comparison of Genetic Algorithm with other problem solving technique. The details of labs that basically concentrate
on the research and development of Genetic Algorithm is also included. The details of labs include the various
projects that are carried out on Genetic Algorithm.

Mona M. Suliman [11] et al have incorporated PSO with GA in hybrid technique called GPSO. This paper proposes
the use of GPSO in designing an adaptive medical watermarking algorithm.

Baris Yuce [14] et al have explained that optimization are search methods where the goal is to find an optimal
solution to a problem, in order to satisfy one or more objective functions, possibly subject to a set of constraints. In
this paper the authors have described an optimization algorithm called the Bees Algorithm, inspired from the natural
foraging behavior of honey bes, to find the optimal solution.

Gagandeep Singh [21] et al have compared the results of the two techniques GA with BFA and GA with HBO used
for digital image watermarking. On six different parameters the results were computed and the final conclusion was
derived stating that GA with HBO has performed better and given better results as compared to the GA with BFA.

Sonia Sood [15] have proposed a novel method for watermarking relational databases based on hybrid model
optimization in which the embedding and extracting algorithms of watermarking in discrete wavelet transform
(DWT) are combined with Genetic Algorithm (GA)-Bacterial Foraging Algorithm (BFO) based optimization
techniques for watermarking.

IV. PROPOSED TECHNIQUE

Watermarking technique is being used for the multimedia database (image, audio and text) security. And an image
is used as a multimedia object for this experiment. The proposed watermarking technique consists of the following
scheme:

Watemmark ——»
Insertion

r Watermarked Data Sat l
Received

Watermarked

‘ Image
Secret Key \
Watemmark
Detection

Venfication

Watermark
Extraction

'\\'atermar :
Figure 2: Digital Watermarking Scheme

In this scheme we are having two input images - one is original image and another is watermark image along with

security key and the output is watermarked image. Original image is taken as input and water mark will be inserted on

image with using a secret key to obtain water mark inserted output image. Secret Key is inserted for additional
security purpose. The water marked signal is then transmitted or stored, usually transmitted to another person.
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The parameters used in this paper are:

i. PSNR — The PSNR block computes the peak signal-to-noise ratio, in decibels, between two images. This
ratio is often used as a quality measurement between the original and a compressed image. The higher the
PSNR, the better the quality of the compressed or reconstructed image [21]. The PSNR values can be
obtained using following formula:

PSNR=20log10 (pixel_value/ vmse)

ii. MSE — Mean Squared Error is essentially a signal fidelity measure. The goal of a signal fidelity measure
is to compare two signals by providing a quantitative score that describes the degree of similarity/fidelity
or, conversely, the level of error/distortion between them [21]. Usually, it is assumed that one of the
signals is a pristine original, while the other is distorted or contaminated by errors. The MSE between the
signals is given by the following formula:

MSE = (U/N) Zilx (i)- e (i)|2

iii. BER: The BER (Bit Error Rate) is the ratio of the number of error bits received to the total number of
bits received. It is calculated by comparing the values of the bits of the integrated/embedded image and
cover image.

B
(Hetgnt © FFLAEN]

Variables named Height and Width used in above formula will have its value from the watermarked

Zihim

image. Whereas the variable P is used as the counter whole value is initialized to 0 and then it is
incremented by 1, if there is any bit difference between cover and embedded image.

iv. Entropy: Entropy calculates the random values or an image. It was a measure of the amount of
information in the information theory. It is often used to estimate the minimum distance of the bits of
the compressed data. We use the entropy due to their robustness to the content manipulation
preservatives such as noise and blur effects [21]. We assume that the entropy change significantly after
the change manipulating content.

v. Execution Time: Another important tool for the evaluation of the speed of the algorithm is to measure
the amount of time necessary for integrating a watermark into a host image and extract thereafter. In our
study, the time in CPU cycles is used as a measure of execution cycle.

vi. Compression Ratio : It is defined by:

Compression Ratio = Image Bytes/ Compressed Bytes

V. EVALUATION AND RESULTS

The implementation of the proposed system is carried out in the following four phases:

Phase 1:
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Firstly we develop a particular GUI and code for this implementation using Matlab software. After that we
develop a code for the loading of the original mage and watermark image/secret message in the developed GUI.

Phase 2:

Develop a code using hash partitioning technique. After that we apply it on the selected image and develop
code for GA & HBO algorithm. When we apply the GA & HBO algorithm on the image then we got more accuracy
than another technique.

Phase 3:

Develop a code for the finding the watermarked data. Then we got the image with message data this is called
Embedding technique. For the embedding process and to make it more secure we apply the security key.

Phase 4:
After that we develop code for the extraction process. Within the extraction process we develop code for the

message extraction from the watermarked file. After the extraction process we got the original image and message
data by using the key.

a. Original Image b. Watermark c. Image with
Watermark
Figure 3: Image a and b are taken as input and image c is output

The following table 1 and figure 5 below represents the various results obtained after experiment:

TABLE I: GA WITH HBO — PSNR AND MSE VALUES

Watermarked Image
Parameter
GA-HBO
PSNR 47.2071
MSE 123.7
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Figure 4: Graph Representation of Compression Ratio, Entropy, BER and Execution Time
From the above shown figure 4 we can conclude that we are getting higher compression ratio value which is good.
Further we are concluding that with the use of this technique we are getting very lower entropy value and Bit error
rate. And as lower as this value will be, the higher the performance we will get from the system. At last we are
representing execution time which is an average value. So overall we can summarize and we can conclude that we are
better and acceptable results from the above stated technique.

VI. CONCLUSION AND FUTURE SCOPE

In this paper we have implemented a method for multimedia database security using watermarking technique, which
is done using a hybrid technique that is a combination of genetic algorithm with honey bee. For the experiment
purpose image was taken as a multimedia object. The results are formed by following the six basic parameters that are
PSNR, MSE, BER, Entropy, Compression Ratio and Execution Time. In future we can increase the number of
parameters for computing more results. Moreover GA with ACO hybrid technique can also be formed for
watermarking.
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